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Introduction

The material within this document relates to the Digital Support occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers

must refer to this for the content.

In assignment 3, the student must first analyse a penetration test of a network in order to identify any maintenance
requirements. The second task requires the student to remotely carry out updates to the system.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 3

Scenario

Monitoring and maintaining all infrastructure whilst documenting the process is the key to an efficient and functional
system. During this process, you will analyse the recent penetration test report that has been produced on a
network. This will lead to you identifying vulnerabilities, providing solutions, and identifying trends and underlying
problems, all of which will be documented in a continuous improvement plan.

Alongside this, to save time and improve efficiency, you are required to create and deploy an image remotely which
consists of an operating system and software applications.

Task 1: network analysis
Time limit

6 hours
You can use this time how you want but task 1 must be completed within the time limit.

(12 marks)
Student instructions

In this assignment, you need to monitor, maintain and demonstrate continuous improvement of a network. For this,
you will need to produce an infrastructure status log (worksheet in appendix 3) for the equipment listing (worksheet
in appendix 3) and network overview diagram provided (appendix 4). You will log and update the infrastructure
status log and produce maintenance notes for each of these devices.

You must also analyse the penetration test report provided (appendix 5) and filter your findings and solutions in

the penetration test remediation log (worksheet in appendix 3), into your future planning to demonstrate
understanding of continuous improvements. This will include how current and future vulnerabilities will be mitigated,
and will also identify trends and document underlying problems to produce solutions faster.

Documentation and screenshots, where applicable, will need to be provided to show the work you have conducted
and any future planning.

1) You are required to monitor, maintain and demonstrate continuous improvement of the new network, including:
e log infrastructure status

e maintenance notes for the installations

e analysis of penetration testing report

e mitigation of vulnerabilities

o future planning, identifying trends and documenting underlying problems
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You will have access to the following equipment:
e 1 x workstation set-up with office software installed
e internet access for developer notes and help pages

e digital camera

Evidence required for submission to NCFE

The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices),
showing the issues identified in the penetration test report and maintenance notes for the installations within
the infrastructure status log (worksheet in appendix 3)

e infrastructure status log (worksheet in appendix 3)
e penetration test remediation log (worksheet in appendix 3)
e documented/planned improvements (word processing document)

e internet browsing history

Student evidence

Following the penetration test report and subsequent risk assessment, it can be summarised that the following
vulnerabilities were identified with the current network:

e workstations:
o vulnerability:
= all workstations within the infrastructure were found to be missing 4 distinct critical updates:
e KB4511552 for x64
e KB4511552 for ARM64
o KB4505657 for x64
o KB4505657 for ARM64
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About

Windows specifications

Edition Windows 10 Pro
Version 1803

Installed on 26/04/2021

0S build 17134.1

Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Related settings

System info

Windows 10 1803 is the installed operating system, therefore missing a significant number of updates (image a):

As you can see, a number of updates were missing (image b):

Windows Update

Updates available
Last checked: Today, 21:31
Your device is missing important security and quality fixes.

Security Intelligence Update for Microsoft Defender Antivirus - KBE2267602 (Version 1.235.1735.0)
Status: Downloading - 0%

Windows Malicious Software Removal Tool x64 - v5.88 (KBEES0E830)
Status: Initializing...

2021-03 Update for Windows 10 Version 1803 for x64-based Systems (KB4023057)
Status: Initializing...

2020-06 Update for Windows 10 Version 1803 for x64-based Systems (KB4480730)
Status: Initializing...

2020-02 Cumulative Update for Windows 10 Version 1803 for x64-based Systems (KB4537762)
Status: Initializing...

Microsoft MET Framework 4.8 for Windows 10 Version 1803 for x64 (KB4486153)
Status: Downloading - 100%

2019-02 Update for Windows 10 Version 1803 for x64-based Systems (KE4346084)
Status: Initializing...
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o action:

= all patches need to be updated on the workstations

o vulnerability:

= the NVIDIA video driver on all workstations was out of date and needs to be updated to prevent
exploitation

MVIDIA GeForce RTX 3070 Properties >

General Drver Details Events Resources

[g NWVIDIA GeForce RTX 3070

Driver Provider:  NWIDIA

Driver Date: 12/04/2021

Driver Version: 2721146611

Digital Signer: Microsoft Windows Hardware Compatibility

Publisher
Driver Details Wiew details about the installed driver files.
Update Driver Update the driver for this device.
o | L2l et e o
Disable Device Dizable the device.
Uninstall Device Uninstall the device from the system (Advanced).

QK Cancel

This computer did not have the most up to date video drivers available (image c):

o action:

= all workstations to have drivers updated during next routine maintenance
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® servers:
F
S Last

Title Classification Undated
201505 Curmnulative Update for Windows Server 2019 for x64-based Systems (KB4501835) Updates 5/1/2019
201505 Curnulative Update for Windows Server 2019 for x64-based Systems (KB4497934) Updates 5/20/2019
201505 Curnulative Update for Windows Server 2019 for x64-based Systems (KB4505056) Updates 5/19/2019
2015-05 Servicing Stack Update for Windows Server 2019 for x64-based Systems (KB4499728) Security Updates | 5/13,/2013
2015-05 Cumulative Update for Windows Server 2019 for x64-based Systems (KBE4494441 ) Security Updates | 5/13,/2013
2015-05 Cumulative Update for MET Framework 3.5 and 4.7.2 for Windows Server 2019 for x64 .

KE4495590 Security Updates | 5/9/2019
2015-05 Security Update for Adobe Flash Playver for Windows Server 2019 for x64-based Systems .

XB4457932 Security Updates | 5/13,/2019
2015-05 Cumulative Update for MET Framework 3.5 4.7.2 and 4.8 for Windows Server 2019 for x64 .

KE4499405 Security Updates | 5/9/2019
2015-05 Cumulative Update for .MET Framework 3.5 and 4.8 for Windows Server 2019 for x64 .

KB4455618 Security Updates | 5/9,/2019
2020-05 Cumulative Update for .MET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2015 for x64 Security Updates | 5/8/2020

KB4556441)

o vulnerability:

= all 5 of the servers operating within the network had 10 updates missing:

e KB4501835
o KB4497934
e KB4505056
o KB4499728
o KB4494441
e KB4495590
o KB4497932
o KB4499405
o KB4495618
o KB4556441

The following updates were missing as identified (image d):

o action:
= all patches need to be updated on the servers

o vulnerability:
= vulnerabilities were identified in the SQL server operation on SVR09
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= aweak username/password combination for the admin, allowing access to the server
= it was possible for all usernames and passwords for all users to be retrieved in plain text
= ausername/password was able to be added to the database to allow exploitation

As you can see, the root account has a basic password (image e):

HP LaserJet 400 colorMFP M4TSdw

HP Lapar et 40 colodFP MAT e NPIQBEAC 192 UEB 220230

e Device Configuration
— o  action:
Repers Product Mama: HF Laserdel 400 colorbdFF W4T Sdw
Formalter Nemben: SFATERG L] ad
Copder Usage Log Savial Muriber: CHOSFOTCFL .. .
Framt e e ministrative
e e e password set using
ADF metasec: b a strong password
Mazx Monochroma Print Quality; g .
Max Color Print Guley; ImageRLE 3600 . it
Controlles Humber: 2
Dupteser Version: . would be worth
Device Descripton: HP Laserdel 400 colorbdFF M4TSdw ) )
Loogmege: Eoghen introducing a form
ooy of 2 factor
Ehs— o authentication on
Wired H# Addeenn: LR LRAE »8 2 8]
Wirele-as HIW Address: A8 5aE8 BRE3 the server
Network In e el
Hond Mama: HPEISEAC n the
1Pvd Agddeens; AR VRS 20
1 A
!r:\:lmrn; ;1’::0”25!;:!&0!5500-\2:!161# FEBI SEAC password
S i database needs to
.
veve I be encrypted as it
papre - contains
Log Un Service FILESTREAM o4t customers’ data to
Log on as: comply with GDPR
" Built-in account: .
B ) printers:
 This account: o vulnerability:
Account Name: = ovse_| . o the following issues were found on all 5 printers
— in the infrastructure:
assword. s ..
! e administrator password has not been set
Confirm password: [ e printer firmware was running an old version
Service status: R When going to the IP address of the printer, you are not
prompted for any password and are given full access (image f):
Start | Stop | Pause Restart |
Cancel Apply Help
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Printer firmware is now out of date (image g):

woe ) IO IS | | )

Device Sladus

Supphts Stabes Device Configuration
vre Conkrton
Metwaik Summany
[ Product Nama: HP Lasselet £00 coloriFP LT Sdw
Formaiter Humbser: SFATHRC
Calor Lnagh Log Serial Number: CHDEFDTCAL
Evemt Log Service D M
Firmware Datecode: 150024
Disable Fax: Mo
Telecom Version: 50312001
Locatign: UK
ADF instalied: Vs
Max Monochroms Print Quality: SO0 aE
Max Color Print Cheality: ImageREL 300
Comrolles Mumber: T2
e} action:
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= all 5 printers will need their firmware updating to the latest version
= all 5 printers will need a strong administrator password setting on the management console and a login
prompt set

Forward planning and continuous improvement

Having looked at all the vulnerabilities, it is clear that there are concerns with patch management and routine
maintenance.

Patch management

This needs to be set to automatically update the devices to prevent important updates being missed.
Recommendation for continuous improvement:

Windows Server Update Services (WSUS)

| would recommend that we complete all of the Windows updates on the servers and that we monitor them to
ensure future updates are installed correctly.
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Routine printer maintenance

Once the initial resolution has been implemented as per the recommendations above, we should also be
introducing standard checking of firmware.

Routine workstation maintenance

During routine workstation maintenance, technicians should also be looking at the device manager and driver
information to confirm that latest drivers for all devices are installed.

SQL server/phpMyAdmin

The identified vulnerabilities in the SQL server are serious and need to be resolved urgently (within 3 days as per
recommendation).

Summary

Implementing these recommendations will resolve the current issues and put in place, through the routine
maintenance and monitoring, the ability to quickly identify and proactively resolve any further vulnerabilities that
may occur.

History Clear history 42

You'll see your browsing history here once you've visited sites.

Browser history
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Task 2.deploy image remotely

Time limit
4 hours
You can use this time how you want but task 2 must be completed within the time limit.
(15 marks)
Instructions for students

As part of your continuous improvement of the network created, it has been logged that new software applications
are needed for computers in an office. To save time and increase efficiency, this will be completed remotely.

For this, you must create an image which includes an operating system, office software applications, drivers, rules,
active directory permissions and a deployment task sequence. You will deploy this remotely. A test plan and test
log (worksheet in appendix 3) will need to be completed for this task. This is required as the image may be
deployed on different hardware platforms (for example, graphic cards) as it is necessary to quality assure the
device to ensure the deployed image is acting as expected.

Screenshots and notes will need to be made throughout the creation, deployment and testing of the image.
This can be performed either virtually or physically.

2) You are required to demonstrate creation of an image and deployment of that image remotely for one virtual or
physical machine, including:

e create an image:
o operating system
o software applications
o active directory joined
o deployment task sequence

e upload image to image distribution system and make available for example, windows deployment service
(WDS)

e deploy image

e create a test plan and complete log

You will have access to the following equipment:

e amachine running WDS or similar

e internet access for developer notes and help pages

e 1 end-user device or virtual machine

e access to servers, firewalls, network devices and network-based services
e operating system and office licences for basic image deployment

e adigital camera

Version: v1.1 September 2021 | Specimen 13 of 62



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 3, Pass
Guide standard exemplification materials

Evidence required for submission to NCFE

The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices) and
documented notes showing creation and deployment of image

e test plan (worksheet in appendix 3)
e testlog (worksheet in appendix 3)

e internet browsing history
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Student evidence
Task 2
Creating a reference virtual machine

To create an image for remote deployment, | first need to create a reference image. The first steps to achieve this
are to install Windows 10 on a computer and set it up exactly as | want all our client PCs to be set up.

Installing Windows 10

These screenshots show me installing Windows 10 Professional onto my reference PC (image 1):

=_ Windows'

e e

Tome and cumeray formmgt ERSSIELRIREEES LTS SER)

Eryboard o sput method: [T -

B Windows

Jrestaill morw

e |click install
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| i Windows Setup:

Activate Windomas

It i the Farst time: you're atalling Windows on ths: PC {or you're installng s differers edition)

you need to ender g valid Windows proghuct bey . Wour progioct Irt_,' ol B o the confirmatscn
wrraail thst you redireed siter Buyang 5 digital copy of Wirsdowd, & on 8 labal indids the bex that
Wittt CAiTE W

Tt prasduct ey heoies Ik thas: DO D0, JOCOC - MO M0000

I you're reinstaling Windows, select | don't buve 5 product key. Your copy of Windows will be
autornatically actrvated later

e | add licence details to prove | have a legal copy

ﬁ gl Windows Setup

Sebect the operating system yo

DOpsrating gyitem 2 teEbui Date mcdlupd
Wirsdsws 10 Hamg 1052050
Wirsdowi 10 Hama M 11050030
Windows 10 Home Single Language 11052030
Windows 10 Education 1105200
Windows 10 Education N 1106/ 2030
Windowes 18 Pro 1105030
1 5 11,05

Dt npine
‘Windows 10 Pro N

e | select the Windows version | want to include. | am going to install Windows 10 Pro as this is a corporate

machine and needs to join a domain

Version: v1.1 September 2021 | Specimen
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g & Windows Setup

Applicable notices and licence terms

MICROSOFT SOFTWARE LICENSE TERMS
WINDOWS OPERATING SYSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE
UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE
AND CLASS ACTION WAIVER IN SECTION 11. IT AFFECTS HOW
DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you oblained the Windows software, this is 3 license
agreement between (1) you and the dewvice manufacturer or software instakler

£1 accept the hicence terms

e | agree tothe licence as it is essential

G o Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications

Custom: Install Windows only (advanced)

¢ | select the install method. This one will keep any old data that is there

Version: v1.1 September 2021 | Specimen
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gl Windews Setup
|".L|.¢I'|i"§| Windows

Seatui

" Getiing Files seady fae installaiion (0%

e Windows is now installing, and | wait while it installs itself

Let's start with region. Is this correct?

Tuvaly
U.S. Minor Outlying Istands

U.S. Virgin islands

Uganda

Ukraine

United Arab Emirates

United Kingdom

e now | select the region for this install. | choose the UK as that is where the client is located
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s this the right keyboard layout?

If you also use another keyboard layout, you can add that next

United Kingdom

Canadian Multilingual Standard

English (India)

Inish

Scottish Gael

United States-Dvorak

United States-Dvorak for left hand

e | choose a keyboard for the UK
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How would you like to set up?

@ Set up for personal use
We'll help you set it up with a personal Microsoft account.
You'll have full control over this device

g Set up for an organisation
You'll gain access to your organisation’s resources, such as
email, network, apps and services. Your organssation will
have full control over this device,

e | choose organisation as this is a company PC
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Who's going to use this PC?

What name do you want to use?

localadmin .

Or, even better, use an online account

e | add an initial user. This will be an administrator
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Create a really memorable password

Make sure that you pick something you'll absolutely remember

Or, even better, use an online account

e | add a password for security
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Confirm your password

Type your password one last time

Or, even better, use an online account

e | confirm the password so there is no mistake in entry
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Create security questions for this account

Just in case you forget your password, choase 3 security questions and make sure your answers are unforgettable.

What was your childhood nickname?

Fake Childhood Nickname X

Or, even better, use an online account

e | now create a memorable question and answer. This helps me to be able to retrieve my account
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Create security questions for this account

Just in case you forget your password, choose 3 security questions and make sure your answers are unforgettable.

What was your first pet's name?

Fake Pet Name X

Or, even better, use an online account

e | add another question and answer
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Create security questions for this account

Just in case you forget your password, choase 3 security questions and make sure your answers are unforgettable.

What is the name of the city where you were born?

Or, even better, use an online account

¢ and a third question and answer are added. These will help if | forget the password
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Do more with your voice

Choose your settings, then select "Accept’ to save them. Check the “Learn more” link for info on these settings, how to change them, how
oft Defender SmartScreen works and the related data trd

Use online speech recognition

Use your voice for dictation and to talk to Cortana and other
apps that use Windows cloud-based speech recognition.
Send Microsoft your voice data 10 help mmprove our speech
services

Don't use online speech recognition

You won't be able to use dictation or talk to Cortana of
other apps that support Windows cloud-based speech
recognition, You can still use the Windows Speech
Recognition app and other speech services that don't rely
on Windows doud-based services,

Learn more

e | decline the new features of Windows (like voice) as this is a corporate machine and not requested
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Choose your settings, then select "Accept’ to save them, Check the “Learn more’ link for info on these settings, ho
Microsc fender SmartScreen works and the related data transfers and uses,

Q v

Get location-based experiences ke directions and weather
Let Windows & apps request your location, Microsoft wall

use location data to improve location services.

No

You won't be able to get location-based expenences like
directions and weather or enyoy other services that require
your location to work.

Learn more

e | decline location as this could be a security issue
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Find my device

Choose your settings, then select ‘Accept’ to B m, Check the “Learn more” link for info on these settings, how 10 change them, how
Microsoft Defe SmartScreen works and the related data transfers and uses.

&Yﬁ

Turn on Find my déevice and use your device’s location data
10 help you find your dewice if you lose it. You must sign in
to Windows with your Microsoft account to use the

&0 No

Windows won't be able to help you keep track of your
device if you lose it

e | do not need to find my device as itis a VM
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Send diagnostic data to Microsoft

Choose your settings, then select "Accept’ to save them, Check the "Learn more’” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.

@ Full

Send all Basic diagnostic data, along with info about the
websi u browse and how you use apps and features,
plus additional info about device heaith, device activity

and enhanced error reporting. Diagnostic data is used to
help keep Windows secure and up to date, troubleshoot
problems and make product improvements. Regardiess of

whether you sedect Basic or Full, your device will be
equally secure and will operate normally.

Basic

Send only info about your device, its settings and
capabilities, and whether it is performing properly.
Diagnostic data is used to help keep Windows secure and
up to date, troubleshoot problems and make product
improvements. Regardiess of whether you select Basic or

Learn more

« and | do not want to send data to Microsoft as, again, this could be a security risk
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Improve inking & typing

Choose your settings, then select "Accept’ 1o save them, Check the Learn more’ link for info on these settings, how to change them, how

Microsoft Defender SmartScreen works and the related data transfers and u

ﬁm

Send inking and typing dats ¢
language recognition and s
and services running on Windows

No

Don't use my data to help improve the language
recognition and suggestion capabilities of apps and services
running on Windows.

e | do notwant ink as | will not be using handwriting
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Let apps use advertising 1D

Choose your settings, then select "Accept’ to save them. Check the "Learn more’ link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.

@Vcs

Apps can use advertising 1D to provide more personalised
advertising in accordance with the privacy policy of the app
provider

No

The number of ads you see won't change, but they may be
less redevant 1o you,

Leam more

e | do not choose location as, again, this is a security risk
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Get tailored experiences with diagnostic data

Choose your settings, then select "Accept’ to save them. Check the “Learn more” link for info on these settings, how 1o change them, how

Microsoft Defender SmartScreen works and the related data transfers and us

@ ve

Let Microsoft use your diagnostic data, excluding
nforma bout websites you browse, to offer yo
personalised tips, ads and recommendations to enhance
your Microsoft experiences

No
The tips, ads and recommendations you see will be more
genenc and may be less redevant 1o you,

Learn more

e | do not want tailored diagnostics because it could be a security risk
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Let Cortana help you get things done

To do this, Cortana needs access to some of your personal information

To let Cortana provide personakised experiences and relevant suggestions, Microsoft collects and uses information including your
location and location history, contacts, voice input, speech and handwriting patterns, typing history, search hastory, cak
details, content and communication history from Microsoft services, messages and apps. In Microsoft Edge, Cortana uses
browsing hestory. You can always change these choices in the Notebook and disable Cortana in Microsoft Edge.

Learn more

e | accept Cortana as Windows will not run properly without it
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Do more across devices with activity history

i [ = |
OO
N N OOoOo

If you want timelne and other Windows features to help you continue what you were doing, even when you switch devices, send Microsoft
your activity history, which includes info about websites you browse and how you use apps and services. Select Learn more to find out how
Microsoft products and services use this data to personalise expeniences while respecting your privacy.

Leamn more

| keep active history as it could be useful to users

| can now log in as the local admin
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BB O Yge veve ¢ eacn

e Windows is now installed and logged in
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Installing software

These screenshots show me installing OpenOffice:

e | click next to use default settings as this is suitable for most installations

e | select the installation location. | keep the default

Version: v1.1 September 2021 | Specimen 37 of 62



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 3, Pass
Guide standard exemplification materials

e | click next

B et L4 macken s

Nty Vo
B ciotes
O i e s

S — -
e

,& B

- P e el

e | select installation type
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& OpenOffice 4

B st
n rveieet

e Office is installing

e

e b — -
T o

. | create a username
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,AF‘»‘A.C HE

e and | follow the prompts by clicking next when required

e | have now installed OpenOffice
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Create reference image

Sysprep

System Preparstien ool .14

Svvien Repe shon "ot Civarep! sreseres Be madwe by
N Gy Pimpnern w0 e

Syviem Ceano Acton
Erter Syvtom Out-<f Sox Experence (0008
£ Garer sioe

DAt Cptore

Il £ Type here 10 search

¢ | run Sysprep to remove the PC’s unique identifiers. These will be recreated when the PC boots after being
imaged
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Sy3pemp @ warking

e gre e rame Scre
L4l

« once finished, it will close down the machine
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Capturing an image using WDS
Create a capture boot image

e | make a boot image

| 4B Crwate Captore image Wiswd

Metadats sad Location

T wisard Cwat & CIotre mage Sam 8 boot mage, a0 seves £ % e locaton et you
Ty Al e ol o o woard, o il harve B aoben 15 i e mage Sack 19 B servey

Cosor B Sahocrg e aton b S ixAse rage
Pirte Vo Garved use o 1A based Captae mage S 4 W based comender
e
Cacmre image
e wurgi
MOooeo® Wrdows Seto (vl
Smam @ VL
"
Locanon and e rame

Famerr wiad pmagey (en < AT e et

T8 Deat Pu e mage, K et

0 1Y\ QAL 017 0.0 1908

e N\ won 20,1904

Crestes o Copture mmage

e | select alocation and upload
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_ | Croate Captore image Wiaad

Task Progren

Crearyg (A e

Catrrg e 13 Pt S aion e

B Crmste Capture image Wiwed

Task Progress

e ooer e # Comgiets

™o mage was Seats acomst iy

St ] B Ped Son 0 M Pt e W P g b P s d S,

| ABM age % Pw i Tt e

e | click finish to complete
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o tave et e Adboar; mag

wage oo Bact mages
age e Fancteirdel inages boct Cachse ege ww

Lot mage
Ve

et ez

¥ change your seincion. chch Back T2 add e selecind mages ia e server cick
-

s [

e here is the summary data. | click next to move on

The pension & comgiete

The aeincted mages wem woceud Ay added 15 e server

e the image capture is now complete
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¢ here we see the WDS server ready for the reference image to be pulled across
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Capturing the reference image

¢ | have created a reference image to deploy to other PCs

Choose an operating system to start:
(Use the arrow keys to highlight your ¢

Windows Boot Manager (Server IP: 172.16.1.99)

then press ENTER.)

To specify an advanced option for this choice, press F&.

Seconds until the highlighted choice will be

ENTER=Choose

automatically: 19

ESC=EXit

e | select capture

DS Boot Ha
Client IP:
: 7 IF

Server Name: DOOD |:|__|--|||| D

Press ENTER for network boot service

e | boot the reference machine using PXE boot

e | then select capture image
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Windows Deployment Services Imoge Copture Wi

Welcome to the Windows
Deployment Services iImage Capture
Wizard

The wizard capbires an operatng system (ndudng custom
2o0RCatons and configur aton settngs) and saves it as an
nstal mage

Before you bagn, ensure Tat you have run Sysprep on the
volume that you want 15 Caplire,

After you create the rstal mage, you conadd it to a
Windows Deployment Services server 5 depioy 10 dertt
compLhers

To contnue, cick Next.

. | run the wizard

WWindlows Deplioyment Sevvices imoge Copture Winged
Deectory te Capture

Eniter the fidimendl Ao Eaten for Bl faos. Hote thatl yin vl seily So8 wobmed that
cantsin operatng systems Bt buve baen prepaned with Syspren

Volume o caphure:
=11

Image name:
Captured-Oper sbnghysiem

image desirpnon:
Upclated ard ioftware rnetalied

e | apply details needed for the location
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Windows Deployment Services image Copture Wixord '!

New Image Location

Enber 2 local location where you want 1o save the nstal mage. This ersures The
mage i not cornpied If there 5 & nebwork malfuncton
Name and locaton!

C:\Temp-instal. wim Browse.,
-/ Upload mage 10 a Windows Deployment Services server (optonyl)

Server name:

DCot Cornect
Image Group nae:

Windows- 10

To create this moage, dhck Mext

- o

. | add location information

Windows Depioyment Sanvires bmage Canture Wiz

Tak Progress

Caphurng image..

Percent complete: %

e the image is running

Wondows Deployment Sernces Image Cophure Wemed

Tauk Progres

Thet peration & Complete.

Prat rretal emasges wars ereated wetem by

¢ and the image captures and then uploads to the administrative machine
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B Windows Deployment Services o .

File Actiom View Melp

- D
B Windoas Deployenint Senades Windows-10 amw
w
- Irnage Mame Architecture Status Expanded Size Date 05 Version Prigaity
v iy DC 1 .Exarngle.com -
o Install bmages .-r i Captured-OperatingSystem =54 Online 14433 ME 07/
Windews-10 { Windaws 10 Fra N ] Criline 13007 KB a7

Boot mages
% Pending Dedices
} Multicast Transmissicns
Drivers
& Active Directory Prestaged Devices

e« on the administrative machine, | can see the image is captured ready to deploy

Deploying the image

¢ the deployment has run correctly and is installed on the target computer

Windows Boot Manager (Server IP: 172.16.1.99)

Choose an operating system to start:
(Use the arrow keys to highlight your choice, then press ENTER.)

ure Ima

crosoft windows Setup (x64) 2

To specify an advanced option for this choice, press F3.

ENTER=Choose ESC=ExXit

e | boot the target machine using PXE and select setup

Version: v1.1 September 2021 | Specimen 51 of 62



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 3, Pass
Guide standard exemplification materials

ok Windows Setup

Connect to DI Example com

Enter your user name i the format doman user o
vy Sdoman. com

semame c example ' admrysty ator

Password: Sassnssesn

oflecting information

e | addthe domain password so that it is not needed later
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ok Windows Setup

Locale: Englsh (United Kingdom)

Keyboad of input method: United Kingdom

1 Codlecting information

e | setlocation data
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£y Windows Setup

Dt modiled

Description
Updated snd software intalled

Collecting infoemation 2 Installing Wi

e | choose the image | want to deploy. There could be a number of images on a big network
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{; £l Windews Setup

Where do you want to install Windows?

Harmae Freespace Typs

- D 0 Unallocated Space (iRl

l Collechrg informalion 2 Indalling Wi

e | select the location to deploy to
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£l Windows Setup
Incstalling Windows

Your comgauter will nestart seversl tirmes. This righ tale 2 while

ety files ready for installation (05%]

l Collecting infoemation

e | wait for Windows to install

TempAdmin
(o

o | enter the username
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Other user

exampio\ sdmissstratorn

=D
Sagn n 1o example

How do | 1ign i 10 another domain?

e | enter the password so | can now log in

_._ Agtres Chigclory Laen and Compitng = [ -

File Action  Wiew Hep

o 2w 0 B3 BmiteaTik
_'a'aclntlllr-ld-:-':.".lsev:--:n-;"i-:m Y Type Deseription
il Sored Chaeries & DESKTOP-84.. Comparter
w5 Esmnplecom
SINLAL
Compubers

= Dowmamin Contrcllen
FosesgniecurtyPnngipal

WManaged Serace Addou

L Hagrg

e | can see the PC in active directory
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Hll £ Type here 10 search

e Windows has installed and includes OpenOffice

Browser history

History Clear history -+

You'll see your browsing history here once you've visited sites.
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Examiner commentary

The student has achieved the grade for the following reasons:

the student has demonstrated some understanding of the penetration test report and has completed the
penetration test risk assessment template to a satisfactory level

the student has made recommendations to resolve some of the vulnerabilities identified

the student has given a report that recommends some actions for future improvements

the student has broadly completed the task, deploying an image to a target computer; however, they may have
failed to complete some of the more challenging technical aspects of the task (creating a working answer
file/automated domain join)

although it can be seen what the student has achieved, there is no appreciable commentary that shows detailed
understanding of the subject

the student uses limited technical language and terminology — they show a general understanding of the subject
area but lack the deep understanding to describe what they are doing and why

they are demonstrating most skills and techniques required for this task but not the most complex — they are
doing this regularly but not consistently
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Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications and the threshold competence requirements of the role, and have been validated with
employers within the sector to describe achievement appropriate to the role.

Grade Demonstration of attainment
Distinction  The evidence is logical and provides an excellent response to the demands of the brief
Makes use of relevant knowledge and is well-informed by the practices of the sector

Demonstrates an understanding of the different perspectives/approaches associated within the
sector

Makes excellent use of facts/theories/approaches/concepts
Demonstrates comprehensive use of breadth and depth of knowledge and understanding
Consistently selects appropriate skills/techniqgues/methods

Identifies information from a range of suitable sources and makes use of appropriate
information/appraises relevancy of information

Combines information to make accurate and appropriate decisions
Makes sound judgements/takes appropriate action/seeks clarification and guidance
Successfully tackles both routine and non-routine problems that reflect real life situations in the sector

Effectively demonstrates skills and knowledge of the relevant concepts and techniques reflected in
the sector, applied across a variety of contexts

Tackles unstructured problems that have not been seen before, using their knowledge to analyse and
find suitable solutions to the problems

Analyses data/information in context and applies appropriate analysis in confirming or refuting
conclusions and carrying out further work to evaluate conclusions

Justifies strategies for solving problems, giving clear explanations for their reasoning
Pass The evidence is logical and a good response to the demands of the brief
Makes use of relevant knowledge and is generally informed by the practices of the sector
Demonstrates an understanding of some perspectives or approaches associated within the sector
Makes good use of facts/theories/approaches/concepts
Demonstrates breadth and depth of knowledge and understanding
Generally selects appropriate skills/techniques/methods
Identifies information from appropriate sources
Makes use of appropriate information/appraises relevancy of information
Combines information to make accurate decisions
Makes generally sound judgements/takes appropriate action/seeks clarification and guidance

Able to successfully tackle routine problems and make some progress on solving non-routine
problems in real life situations

Demonstrates most skills and knowledge of the relevant concepts and techniques reflected in the
sector, applied across different contexts

Able to make some progress on unstructured problems that have not been seen before, using their
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knowledge to find solutions to problems

Makes some justification for strategies for solving problems, giving explanations for their reasoning

‘Threshold competence’ refers to a level of competence that:

e signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

e s as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting, for example, in the classroom, workshops, simulated working, and (where
appropriate) supervised working environments

e signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

e if a studentis not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade
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