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Introduction

The material within this document relates to the Digital Support occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers
must refer to this for the content.

In assignment 1, the student must first plan a network installation, then install and configure a small network, before
producing installation notes to inform the client of the work they have carried out.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 1.

Scenario

You are a digital support specialist who has been contracted to work for a new small food manufacturing company
(the client) based in the North of England.

The client requires your digital expertise in planning to support a future network. There are currently no business
control techniques in place as the company is only just starting out, and they are unaware of any measures on how
to operate their data systems effectively, appropriately, and securely.

The client also requires your immediate support with preparing and installing a smaller network of computers and a
mobile device for the employees within the company.

Task 1: prepare for installation
Time limit
8 hours
Task 1(a) must be completed prior to starting task 1(b).
Task 1(a) is allocated 3 hours 30 minutes.
Task 1(b) is allocated 4 hours 30 minutes.
You can use the time how you want but each task must be completed within the time limit.
(20 marks)
Student instructions

Based on the scenario, you are required to complete the relevant preparation that will enable you to set-up 100
computers, a switch, server and 5 colour printers including identifying the relevant software for the client in the
future. The network would be required to be set-up within a 2 week window, to ensure all employees are up and
running as quickly as possible.
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You are required to:

1(a) Create a report to explain the security considerations required for the installation, configuration, and support of
end-user services to ensure confidentiality, integrity and availability including:

e suitable recommendations on implementing business control techniques within the workplace
(physical/administrative)

e explanations on how the client should operate the new data systems effectively, appropriately, and securely,
considering GDPR/ DPA 2018 and its principles

(8 marks)
1(b) Plan and complete the relevant network planning documentation:
e health and safety risk assessment for the work to be undertaken
e network planning, including:
o timescales
o hnetwork design, including IP addressing scheme
o inventory
o security risk assessment for the work to be undertaken, according to ISO 27001 principles
(12 marks)

You will have access to the following equipment:

e acomputer with office software pre-installed

Evidence required for submission to NCFE

The following evidence should be submitted:

e summary of all business controls documentation required (word processing document)

e summary of how to secure data systems effectively (word processing document)

e health and safety risk assessment (worksheet in appendix 1)

e network planning documentation including timescales and network design (word processing document)
e inventory log (worksheet in appendix 1)

e security risk assessment (worksheet in appendix 1)
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Student evidence

Task 1(a)

Security recommendations for the implementation of business controls in the workplace
Introduction

As a business we have a responsibility to put in place controls to protect our networks and data from loss
(accidental or deliberate), theft or damage. To be effective in this we need to ensure that adequate controls are put
in place and best practice is that we should use a range of controls of different categories.

Categories of controls include:

e physical - any control which involves a physical action taking place or object in use (for example, locked doors,
ID badges, air gapping).

e administrative - any control that involves a procedure or process that may control behaviour to improve
security (for example, operating procedures, password policies or mandatory training)

We can also categorise controls based on how they operate:

e preventative — such as installing a keycard reader on the server room door to restrict access to the room.

e detective — such as CCTV cameras to identify who tries to gain access to the server room

e corrective — such as using logs to identify who has had access to areas

e deterrent — such as signs indicating that security measures are in place, such as the keycard or CCTV

e directive — such as the creation of policies around access and security

e compensating — such as having various backup policies in place to protect data rather than offsite duplicate
servers

e recovery — such as fallover servers off site in case of emergency onsite, whilst expensive this allows for quick

restoration
It is possible for controls to fit across multiple categories (for example, a CCTV camera would be an example of a
physical control that is both detective and deterrent).

A good security posture will include a mix of both physical and administrative controls and will also include
preventative, detective, corrective, deterrent, directive, compensating and recovery controls.

Recommendations

For our network it is recommended that we implement the following controls:
e locked server room

e CCTV cameras

e checking logs

e no entry signage in secure areas

e server rooms should be air conditioned

e password policy with password training

e server backups
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Operating the data systems

As well putting these security controls in place it is important that data is handled correctly and securely. This is
particularly the case with customer data and information as failure to do so could include a breach of the Data
Protection Act (DPA) 2018 which incorporates the General Data Protection Regulation (GDPR) into British law.

The DPA 2018 includes the following principles:

lawfulness, fairness, and transparency:

o all data collected must be done in a legal manner

purpose limitation:

o we can only use data how we have told the customer we will
data minimisation:

o we can only collect data we need

accuracy:

o where we hold data on a customer, we need to make sure it is up to date
storage limitation:

o we can only keep data for as long as we need it

integrity and confidentiality (security):

o all data needs to be kept secure

accountability:

o we need to keep records of the data we are keeping

Summary

To ensure that we meet our obligations under the DPA 2018 and to ensure that we protect our networks and data
(including company confidential data) adequately we need to implement a range of controls (administrative and
physical) across our network. The recommendation above will give a range of preventative, detective, corrective,
deterrent, directive, compensating and recovery controls that will maximise the protection our network has from a
wide range of potential attacks.

Task 1(b)

Network design

Client specification

Network should include:

1 server
100 client PCs
5 colour printers

switch

To meet this requirement, | am recommending that we install:
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e server:
o 1 server running Windows Server 2016
o for security the server should also include antivirus software
e client PCs:
o all client PCs should be installed with Windows 10 and joined to the server
o all client PCs should be installed with the following software:
=  Office 365 (Word, Excel, PowerPoint and Outlook)
=  Adobe Acrobat
= antivirus software
e switches:
o we will need a managed switch to connect all devices to the network

e [P addressing:

o itis recommended that the network is configured using the following IP addressing scheme:

= network IP addressing:
e network: 192.168.0.0/24
o IP addresses:
= 192.168.0.1 server
= 192.168.0.10 to 14 printers
o  Windows computers:

= 192.168.0.100 to 199

Full details of network configuration can be seen by consulting the network configuration diagram at the foot of this

document.
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Network installation plan

The network installation should be completed with the following steps:

stage 1: physical infrastructure set-up:

o physical installation of switches and router firewall
o physical installation of cabling

stage 2: server installation:

o installation of server 2016 software

o configuration of server settings

o installation of Active Directory

o installation of security software

stage 3: set-up and configuration of client PCs:

o installation of Windows 10 on reference client PC

o installation of key software (office, Adobe Acrobat)
o preparing system ready for imaging

o imaging of PC

o adding image to installation server

o physical installation of client PCs (physical set up)
o PCs connected to installation server

o remote installation of client PCs
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Project completed.
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Network diagram

Printer pool

IP: 192.168.0.10
Subnet 255.255.255.0

0

IP: 192.168.0.11
Subnet 255.255.255.0

0

IP: 192.168.0.12
Subnet 255.255.255.0

0

IP: 192.168.0.13
Subnet 255.255.255.0

0

IP: 192.168.0.14
Subnet 255.255.255.0

Computer pool (100 Computers)
Computer name PC001 - PC0100
IP: Assigned by server via DHCP

1l

LI
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Task 2: install and configure a small network
Time limit
11 hours
You can use this time how you want but all parts of task 2 must be completed within the time limit.
(56 marks)
Student instructions

The client has asked you to install a new small network, against a set of requirements. These devices can be either
virtual, physical or emulator.

All employees will use the computers centrally within head office, and any off-site employees will use a mobile
device (laptop, tablet or phone) to be able to work remotely via the approved remote working solution.

The computers need to be set up allowing the employees to email, write letters to suppliers, update financial
spreadsheets and create weekly presentations.

The computers will also need to access the internet and have instant messaging/video conferencing software such
as Skype, GoToMeeting or Teams on Microsoft office 365 installed. Employees will require access to project
management software in order to help them plan upcoming projects.

The client wants to ensure there is suitable software installed to mitigate any vulnerabilities to the system, including
suitable back up security controls in place.

The client has also asked you to create installation notes for the software installations that took place, in order to
support their staff responsible for IT. Your final task is therefore to create a useable document that briefs these
individuals on the set-up of your system.

You will have access to the following equipment:

e 3 computers with full administrator rights, or virtual/emulator machine and software

e internet

e operating system

e word processing, presentation and spreadsheet software

e email software

e instant messaging software

e project management software

e mobile device or emulator

e |P address allocations for task 2 in line with provider's own network IP addressing schema

e digital camera

2(a) You must install, configure and support a small-scale network which includes 3 workstations and one mobile
device via WiFi and evidence (you should reference the IP addressing schema allocated to you by your provider):
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e implementing physical network and network security measures to prevent the unauthorised access, misuse,
modification or denial of a computer, information system or data (CIA and IAAA)

¢ install Windows Server and create Active Directory
e software licence management (software install log within appendix 1)

Note: you will need to provide annotated screenshots for the processes you follow and the implementations you
make along with any key explanations for all decisions. As you carry out the various tasks, you will log all network
security measures that have been implemented along with any software installations that are planned and how
software licenses will be managed in the provided installation and configuration log (security risk assessment
and software install log worksheets in appendix 1).

(18 marks)
Evidence required for submission to NCFE

The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices)
showing the setup and successful implementation of the network and server/Active Directory install

2(b) Provide evidence of the following for the client:

¢ installing and setting up an operating system and antivirus software

e join computer to Active Directory domain

¢ installing and configuring application software suitable for the client

¢ implementing back up security controls

¢ install/update device drivers

Whilst waiting for the installation to take place, set-up and configure a WiFi mobile device for network connectivity:
e configure a mobile device to include device lock security measures, mobile locator application and back up

e carry out all necessary mobile device updates including anti-virus

Note: You will need to provide annotated screenshots/photographs for the processes you follow and any
implementations you make. This will include completing the software installation log (worksheet in appendix 1) and
explaining your justifications for your decisions. You will also need to show evidence of any drivers which require
installing, alongside taking screenshots of device manager. When updating any software/OS updates, you must
evidence that there are no further updates required on the system. The installation may take some time to
complete and therefore you should continue with task 2(c).

(22 marks)
Evidence required for submission to NCFE
The following evidence should be submitted:

e screenshots (if using virtual machines) or photographs (if using physical machines/devices) showing the setup
and successful implementation of software, device driver status and mobile device
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2(c) Review the installation and configuration notes and log (started in task 1) that report the following information
to the client, making sure it is up-to-date and correct:

e record of all operating system/software application installations and utilities, upgrades, uninstalls and any major
configuration changes

¢ identify and explain any vulnerabilities detected in the current system set-up/network

e recommend actions to mitigate any vulnerabilities found

Note: You will have been filling in the installation and configuration log as you have been completing the task. You
will need to review what you have done, ensure that all information contained is correct and also identify the
vulnerabilities and mitigations required.

Apply your communication skills appropriately, using standard English. Use accurate spelling, punctuation and
grammar. Consider your target audience.

(16 marks)

Evidence required for submission to NCFE
The following evidence should be submitted:

e annotated screenshots and/or photographs for the set-up and successful implementation of the network and
server/active directory install

e screenshots and/or photographs for the set-up and successful implementation of software, device driver status
and mobile device

e completed installation and configuration log (appendix 1)

Student evidence
Task 2(a)

Evidence for this task will include a series of either screenshots or photographs documenting the installation
process to show what | done. | have provided a descriptor for each key screenshot | would anticipate along with the
appropriate commentary. It is likely that these screenshots will have been taken of an installation of server software
such as Windows Server 2016.

Version: v1.1 September 2021 | Specimen 14 of 105



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Pass
Guide standard exemplification materials

Installing Windows Server 2016

Screenshot:

14 Windows Setup

== Windows Server: 2016

[ELLTER CAGRENN Fnglish (United States) -
Time and currency format: [English (United Kingdom) h
Keyboard or input method: ([IHER R i

Enter your language and other preferences and click "Next" to continue.

. All rights reserved.

e | select the correct language to install (UK) after booting Windows.
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) ¢f) Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2016 Standard Evaluation wad 7/16/2016

6 Standard Evaluation | /2016
Windows Server 2016 Datacenter Evaluation 7/16/2016
Windows Server 2016 Datacenter Evaluation (Desktop Experie... 7/16/2016

Description:

This option is useful when a GUL is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

1 Collecting information 2 Installing Windows

e« | choose the correct version of Windows. | also select the desktop experience. Otherwise, it will be command
line only
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@ ¢f) Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the "Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the aperating system and applications.

Collecting information 2 Installing Windows

e« | agree to the licence as this is mandatory
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@ ¢f) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windo ith this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windo iith this option. If you want to
make changes to partitions and drives, start the computer using the installation dis
recommend backing up your files before you continue.

Help me decide

1 Collecting information 2 Installing Windows

¢ | select custom so that | can choose the location to install to (below)
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@ ¢f) Windows Setup

Where do you want to install Windows?

MName Total size Free space | Type

e Drive 0 Unallocated Space 40.0 GB 40.0 GB

+4 Refresh 2% Delete # Format

[=9

% Load driver Extend

1 Collecting information 2 Installing Windows

e | select the install location. In this case, it's the only disk
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¢f) Windows Setup

Installing Windows

Status

J’ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

1 Collecting information 2 Installing Windows

¢ Windows is now installing
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Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Finish

e | create an admin password for security

¢ These screenshots show me installing the server. Windows is now installed; | am prompted to set a password
for the main local administrator account for the server
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Screenshot:

e |login as administrator using the login and password previously set-up
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Recycle Bin

& Device Manager

File Action View Help
&= | F | I

v B WIN-D5742HSEN2)
% Batteries
[ Computer
e Disk drives
& Display adapters
- DVD/CD-ROM drives
) Human Interface Devices
E= Keyboards
@ Mice and other pointing devices
[ Monitors
¥ Network adapters
™ Print queues
I Processors
G Storage controllers

E= System devices

e« | have checked device manager. All drivers for this server have been detected and installed
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Setting up network settings
Screenshots:

=

Server Manager * Dashboard @1V vonage  Toos

L& Metwork and Sharing Center

Dashboard & v /M EE e Networkand Internet » Network and Sharing Center v 0 Search Control Panel

B Local Server

ii All Servers

View your basic network information and set up connections
Caontrol Panel Home

- View your active networks
BE File and Storag Change adapter settings

Change advanced sharing Network 2 Access type: Internet
settings Public network Connections: [ Ethernet

Change your networking settings

ﬁ- Set up @ new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information. Hide
See also
Internet Options
Windows Firewall
BPA results

e | open the network settings
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A @ | r Manage

Tools

v A AR « Network and Internet » Network and Sharing Center v O Search Control Panel
B Local Server View vanr hacie netwark infarmatinn and eet 1in connections
- Control Panel Home -
BE All Servers 4 Ethernet Status e
ii File and Storag Change adapter settings General
Change advanced sharing pE Internet
settings Connection ions: [0 Ethernet
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:53:16
Speed: 10.0 Gbps up a router or access point.
Details...
hooting information.
Activity
Sent Received
Bytes: 1,117,401 12,026,368
B Properties D Disable Diagnose
- Close
Seealso
Internet Options
Windows Firewall
BPA results

Hide

e« | can see the selected network properties, and there is no connection
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- @ | r Manage Tools View

v 4 & <« Network and Internet » Network and Sharing Center v 0 Search Control Panel R
I Local Server View vaunr hagic nebwark infarmation and <st 1un connections
- Control Panel Home A
ii File and Storag Change adapter settings { N
Change advanced sharing Networking ] Internet
settings c ) js: § Ethernet
d Internet Protocol Version 4 (TCP/IPv4) Properties *

General  Alternate Configuration

TH  You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator ccess point.
for the appropriate IP settings.
(®) Obtain an IP address automatically tion. Hide

(D) Use the following IP address:

[ 1]
[ - ]
. - ]

(®) Obtain DNS server address automatically

Ao Em e s

(O)Use the following DNS server addresses:

Internet Options

Windows Firewall Validate settings upon exit

G §1 o

¢ | have located the properties for the network adapter

Version: v1.1 September 2021 | Specimen 26 of 105



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Pass
Guide standard exemplification materials

A @ | r Manage

Tools

v A AR « Network and Internet » Network and Sharing Center v O Search Control Panel
Local Server

View vanr hacic netwark infarmatinn and et 1in connections
Control Panel Home -

i
ii All Servers
L

i . U Ethernet Properties X
File and Storag Change adapter settings

Change advanced sharing Networking ] Internet
settings s: [ Ethernet
Connect using:

& Microsoft Hyper-V Network Adapter

This connection uses the following items:

a router or access point.
!J_:Client for Microsoft Networks ~

IE File and Printer Sharing for Microsoft Networkes
QoS Packet Scheduler bting information.
L ——TyTy

[0 4 Microsoft Metwork Adapter Muttiplexor Protocol

Microsoft LLDP Protocol Driver

Intemet Protocol Version 6 (TCP/IPwE) W
< >

Install... Uninstall Properties
Description
Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
See also

Internet Options oK Cancel

Windows Firewall

BPA results

Hide

¢ These screenshots show me opening the properties for my network card and setting the IP address
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Screenshots

Server Manager * Dashboard

ar @ | r Manage Tools View Help

System Properties
Dashbc Computer Name  Hardware Advanced Remote

i Local S _
- L& Windows uses the following information to identify your computer
BE All Sery == onthe network.

EE File ang Computer description:

For example: "I1S Production Server” or
"Accounting Server”.

Full computer name: WIN-DE742HBEN2Z)
Workgroup: WORKGROUP

To rename this computer or change its domain or

Ch
workgroup, click Change. ELE

Cancel Aoply

Windows activation

System v & Search Control Panel 2

on about your computer

tandard Evaluation

oration. All rights &R Windows Server 2016

Intel(R) Core(TM) i53-8265U CPU @ 1.60GHz 1.80 GHz
J:  2.00 GE (0.98 GB usable)
64-bit Operating Systemn, x64-based processor
Mo Pen or Touch Input is available for this Display Hide

and workgroup settings
WIN-D5742HBENZI ®) Change settings
WIM-D3742HBEN2)

WORKGROUP

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 &) Change product key

See also

Security and Maintenance

BPA results

e | can now rename the PC so that it is can easily be known
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Server Manager * Dashboard -@ 1 P Manage
Computer Name/Domain Changes * System v & | Search Control Panel -]
i Local 5¢ o
- *You can change the name and the membership of this Fomputer L
B All Sery | computer. Changes might affect access to network resources. ion about your computer
ii File ang
Computer name: jtandard Evaluation
| IN-D5742HBEN] | poration. All rights ==_ Windows Server 2016
Full computer name:
WIN-D5742HBENZ)
=S iE | Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
Member of W): 2.0 GB (0.98 GB usable)
© Domain: 64-hit Operating System, x64-based processor
Mo Pen or Touch Input is available for this Display Hide
(®) Workgroup: _
|WORKGROUP and workgroup settings
WIN-D5742HBENZI ®) Change settings
oK Cancel WIN-D5742HBENZ)
WORKGROUP
OK Cancel
Windows activation
Windows is activated Read the Microsoft Software License Terms
_— Product ID: 00373-00000-00000-AAT39 &) Change product key
See also
Security and Maintenance
BPA results

e |giveitanew name
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Server Manager * Dashboard

A @ | r Manage

i Local 5¢
#iF All Sery
L]

File and

Computer Name/Domain Changes >

*fou can change the name and the membership of thiz Eomputer

computer. Changes might affect access to network resources.

CompLter name:

|DCD1|

Full computer name:

Dcm

More... ange... |

| System v O Search Control Panel 2

ion about your computer

standard Evaluation

poration. All rights ==_ Windows Server 2016

Intel(R) Core(TM) i3-8265U CPU @ 1.60GHz 1,80 GHz

Member of W) 2.00 GB (0.98 GB usable)
© Domain: 64-hit Operating System, x64-based processor
Mo Pen or Touch Input is available for this Display Hide
(®) Workgroup: i
|WORKGROUP and workgroup settings
WIN-D5742HBENZI ®) Change settings
oK Cancel WIM-D3742HBEN2)
: WORKGROUP
OK Cancel Apply
Windows activation
Windows is activated Read the Microsoft Software License Terms
_— Product ID: 00373-00000-00000-AAT39 &) Change product key
See also
Security and Maintenance
BPA results

Adding name

¢ The above 3 images show me opening the computer name settings and changing the computer name DCO01
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Allocating server roles

Screenshot

[ Server Manager - X

Server Manager * Dashboard { Manage  Tools  View

5% Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this loca

o _ server
HE File and Storage Services P

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW o )
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 | Servers total: 1
= File and Storage =
[ . 9 1 # Local Server 1
Services
@ Manageability @ Manageability
Events PN Events
Performance Bl Services
BPA results Performance
BPA results

e | now open Server Manager
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Server Manager * Dashboard @V Moage Took View hep
B Dashboard WELCOME TO SERVER MANAGER
B Local Server — |
ii All Servers [z Add Roles and Features Wizard — O w0
¥E Filz and Storage Ser
H . DESTINATION SERVER
Select installation type ocor
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | MNext = nsta Cancel

. | choose role-based installation to add the new roles as this is the easiest to use

e | can now set the roles for the server
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Screenshot:

Server Manager * Dashboard Manage  Tools  View

i Dashboard WELCOME TO SERVER MANAGER

I localServer | [
ii All Servers = Add Roles and Features Wizard - O w0
ii File and Storage Ser|
. - DESTINATION SERVER
Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Typs (@) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: | de

MName IP Address Operating System

192.168.0.1 Microsoft Windows Server 2016 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | MNext = nsta

A7 T T AT

e | choose this server as it is the only one in the list
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Screenshot:

@1 F

Manage Tools

i Local Server
ii All Servers
L

File and Storage Ser|

Fﬁ'. Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Typs

Caonfirmaticon

Select one or more roles to install on the selected server.

Roles

[[] Active Directory Certificate Services

Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Servicas
[] Active Directory Rights Management Services

[] Device Health Attestation
DHCP Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)

[] Host Guardian Service
[] Hyper-v
] MultiPoint Services

[ Network Policy and Access Services

[ Print and Document Services
[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[] web Server (1IS)

] Windows Deployment Services

DESTINATION SERVER
DCot

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

< Previous | | MNext =

de

¢ | add the required features that | need to add, for example: Active Directory Domain Services, DHCP Server,
DNS Server
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Ser

ver Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

= B =

Local Server
All Servers
AD DS
DHCP

DNS

File and Storage Ser|

mm——— |

Fg'. Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on DCOT.

DESTINATION SERVER
DCot

Active Directery Domain Services

Promate this server to a domain controller

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
DNS Server
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Additional steps are required to make this machine a domain controller.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

These screenshots show the server roles of Active Directory, DNS, and DHCP
Once the server has added the new roles and rebooted | can set-up the DHCP
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Setting up DHCP

[ Server Manager

iE% Dashboard ?!

B Local Server

i' All Servers

AD DS Ser\-5|"l\aﬂe
{2 DHCP
& DNS

&§ File and Storage Services

EVENTS

@ ¥ Server Manager * DHCP

SERVERS

All servers | 1 total

Je)

IPv4 Address Manageability

192.168.0.1

Online - Performance counters not started 03/01

All events | 3 tota

Server Name

DCo1
DCo1
Dcol

e From tools, | choose DHCP

Version: v1.1 September 2021 | Specimen

Je)

ID Severity Source Log D

10020 Waming Microsoft-Windows-DHCP-Server  System 03
1036  Ermror Microsoft-Windows-DHCP-Server  System 03

1035  Ermor Microsoft-Windows-DHCP-Server  System 03

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Cefragment and Optimize Drives

DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (B4-bit)
Performance Monitar

Print Management
Resource Meonitar

Services

System Configuration
System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
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Server Manager * Dashboard @1 I'A Manage Tooks  View  Help

i Dashboard WELCOME TO SERVER MANAGER

B olocalServer s
ii All Servers Fﬁ DHCP Post-Install configuration wizard — O Y

il AD DS

Ll Description
DNS

File and Storage Ser| The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

= B =

Hide

TEVIOUS Mext > Commit || Cancel |

e Iclick continue to go to the next step
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Server Manager * DHCP @) | P Manage Tools
% DHcp o

i Dash File Action View Help <
L] as . f— -
- s |m = HBE L
1 Local

?. DHCP Contents of DHCP Status Actions >,

i Alse T = -
= g deot 3 deot DHCP =
il ADD

More Actions »
- bed) |
& DNS
B Filea

. | have now added DHCP
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Server Manager »* DHCP - @) | Fp Manoge Toos

S DHCP O X
—_— File = Action View Help
I22 Dash 5 w
- f@s Display Statistics...
B Local
i_ AlS ?_ Dl Mew Scope... Actions "
n g =
. v B Mew Multicast Scope... 1Pvd -
Ial AD D A .
= Configure Failover... . . . More Actions »
78 DHCF ) ) addresses assigned to computers requesting a dynamic P address,
® s Replicate Failover Scopes... nfigure a scope before dynamic IP addresses can be assigned. M
= -
ii File 3 Define User Classes... the Action menu, click New Scope.

Define Vendor Classes...
bout setting up a DHCP server, see online Help.
Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help

€ >

Show statistics for this server

¢ | now add a new scope to give out the addresses
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Selecting new scope

Tools

Server Manager * DHCP

Manage

View Help

B Dashl File = Action View Help <
mm L)AS - -
- l@@l 24}zl NENE 7 o | B2
0Cal
- ‘g DHCP MNew Scope Wizard ctions v
BE AllSed i deoi b R
il ADD| ~ B IPv4 Welcome to the New Scope
- o3 Server Wizard More Actions »
T8 DHCH 5l Policie m
4] 5 OE This wizard helps you set up a scope for distibuting IP
em DNS - |§‘ 6F||ter5 addresses to computers on your network.
—— a3 [P
NE File a To cortinue, click Next.
T v
v
< Back Next = Cancel
£ >

e | run the New Scope Wizard
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Tools

Server Manager * DHCP

Manage

View Help

File = Action View Help

iE% Dashl - T=
- % |25 E 6| HEE
I Local [ )
- S DHCP | New Scope Wizard e ”
W5 AISe T 5 oo
Fo] 2 |pva Scope Name e Pvd Y
Il AD D vid § You have to provide an identifying scope name. You also have the option of providing More Acti »
= .3 Server a description. ore Actions
18 DHCF S| Asco
4| Policie You I
o n
e= DNS _ ] Filters Type a name and description for this scope. This information helps you quickly identify
ii File a & PV To ad how the scope is to be used on your network.
Form Name: |NBTW0I'k Scope
Description: |
S w
A
< Back Next > Cancel
£ >

e | leave the default settings as these are OK to use
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Server Manager * DHCP Manage  Tools

—_— File = Action View Help
58 Dashl

o= amE0c Bm g
ca K
? DHCP Mew Scope Wizard lctions
v o de0l
EI 2 1Pva Lease Duration S I
. The lease duration specifies how long a client can use an IP address from this scope. More Acti
o3 Server ore Actions
Polici Asco
4 olicie Vou
¥ Filters . . . .
- Lease durations should typically be equal to the average time the computer is
& PV To ad connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
For i Likewise, for a stable network that consists mainly of desktop computers at ficed
locations, longer lease durations are more appropriate.
Set the duration for scope leases when distributed by this senver.
Limited to:
Days: Hours: Minutes:
1 Jr | |
| B | o [ oF
< Back Next > Cancel
£ >

¢ |l add alease time of 8 days, which is the normal length of time set
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Server Manager * DHCP

Manage Tools

\ctions
Puvd

More Actions

— File = Action View Help
I8 Dashl —— - —
- % |25 E 6| HEE
1 Local [ )
_ ? DHCP New Scope Wizard
BE AllSe g deon +
Fo] = IP Address Range o
Iyl ADD v B |P_MS You define the scope address range by identifying a set of consecutive IP addresses. ﬁu
= 5 Server
& DHCE | Aseo
4| Policie You
o S
e=m DNS # ¥ Filters Configuration settings for DHCP Server
= . & PV To ad o
.i File a Enter the range of addresses that the scope distrbutes.
Form Start IP address: | 192 168 . 0 100
End IP address: | 192 .168. 0 . 209
Configuration settings that propagate to DHCP Client
Length: 24
Subnet mask: 255,255 .255. 0
< Back Next > Cancel
< >

¢ | add a DHCP range for the addresses to give out.
¢ ladd arange of addresses to use
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Server Manager * DHCP Manage

File = Action View Help

%2 Dashi : 5 v
|2 amEC BE g |
ca
‘g DHCP . New Scope Wizard |ctions -
v g de0
EI i 1Py Configure DHCP Options e Pvd - |
. ‘You have to configure the most common DHCP options before clients can use the More Acti N
.3 Server scope. ore Actions

" Polici Asco
4| Policie You 3

- 7| Filters When clients obtain an address, they are given DHCP options such as the P
@ IPvé To ad addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.
Form

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCFP options for this scope now?

{* Yes, | want to configure these options now;

" Mo, | will configure these options later

< Back Next > Cancel

e | add options
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Server Manager * DHCP

Manage

Tools

IE% Dashi

File = Action

View Help

- o= amE0c Bm g

0Cal
_ ? DHCP New Scope Wizard |ctions

BE AllSe g deor .

P v 5P Router (Default Gateway) = [

il ADD . ‘You can specify the routers, or default gateways, to be distibuted by this scope. More Acti
.3 Server A ore Actions

Lag 3| Policie Vour

e= DNS Z ] Filters To add an IP address for a router used by clients, enter the address below.

= & PV To ad

.= File a IP address:

Form) | . ] ]
192.168.0.254
< Back MNext = Cancel
£ >

e | setthe Gateway address. This is the router for connecting to the internet
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Server Manager * DHCP

Manage Tools

View Help

File = Action View Help

IE% Dashi - T =
- % |25 E 6| HEE

1 Local [ )
i' s ? DHCP - New Scope Wizard |ctions ”

u v F dm
] = Activate Scope e Pvd -
II AD D v B li—_:dsewer Clignts can obtain address leases only if a scope is activated. @J More Actions »
18 DHCF = poicicl| Asc©

4| Policie You !

@ S
e= DNS - ¥ Filters Do you want to activate this scope now?
= & PV To ad
NE Filea {+ Yes, | wart to activate this scope now!

Form " Mo, | will activate this scope later
s -
A
< Back MNext = Cancel
£ >

Once the scope is made, | need to activate it so that it will give out address
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IE% Dashi

i Local

Server Manager * DHCP

File = Action

o ARl RE N

View Help

Manage

HmE e
[

i AllSe
il ADD
&2 DNS
g Filea

S DHCP
v F deot
v 5 P
3 Server
| Policie
¥ Filters

& IPv6

Mew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

< Back Cancel

Tools

View Help

ctions
Puvd

More Actions

| click finish to complete installation
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Server Manager * DHCP Manage  Tools

File = Action View Help

IE% Dashi - T =
- % |25 E 6| HEE
1 Local N -
_ ‘?z DHCP New Scope Wizard |ctions ”
0E AllSe § 5 aemn
= . ilpv\d Domain Name and DNS Servers = T
il ADD . The Domain Mame System {DMNS) maps and translates domain names used by clients More Actions
7i DHCE _ﬂ Ser?re.r Asco on your network.
4| Policie You M
8 DNS | Filters
= oo You can specify the parent domain you want the client computers on your network to use for
ii File 2 B IPvE To ad DNS name resolution.
Farm Parent domain:

To configure scope clients to use DNS servers on your networl, enter the IP addresses for those

servers.

Server name: IP address:

192.168.0.1
[ o | —
A
< Back MNext = Cancel
£ >

e | have set-up DHCP and activated it
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Setting up Active Directory

Screenshot:

[ Server Manager

@ ¥ Server Manager * DHCP

?— SERVERS | Post-deployment Configura... |
i Dashboard ! All servers | 1 total TASKS ¥
i Local Server TET s red for Active Directory Domain
Filter vices at DO v
H& All Servers Promote this server to a domain controller
Inl AD DS Server Name 1Py Address Managy . . fows Activation
y O
DHCP
L Do 192.168.0.1  Online 3-00000-00000-AA739 [Activated)
£& DNS iguration required. Installation succe: on
ii File and Storage Services
Add Roles and Features
o Post-deployment Configuration
Configuration completed for DHCP Server at DCO1
EVENTS Task Details
All events | 3 tota TASKS ¥
Filter 2 had '_q/' - >,
Server Name D Severity Source Log Date and Time
Dcol 10020 Warning Microsoft-Windows-DHCP-Server  System  03/01/2021 22:52:08
DCo1 1036  Ermor Microsoft-Windows-DHCP-Server  System  03,/01/2021 22:52:04

DCo1 1035 Error Microsoft-Windows-DHCP-Server System 03/01/2021 22:52:04

e |clicked on the yellow warning in server manager and selected promote this server to a domain controller
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[ Server Manager - X

@ ¥ Server Manager * DHCP

?i SERVERS | Post-deployment Configura... |
-

IE8 Dashboard All servers | 1 total TASKS w

nfiguration required for Active Directory Domain

B Local Server

Filter ces at DCO1 v
BE All Servers Promote this server to a domain controller
. -
Igl AD DS Server Name  |Pv4 Address  Managy o Feature installation lows Activation

§ DHCP
Do 192.168.0.1  Online 3-00000-00000-AAT39 (Activated)

:% DNS onfiguration required. Installation succeeded on
DCO1

Add Roles and Features

¥E File and Storage Services P

o Post-deployment Configuration

Configuration completed for DHCP Server at DCO1

EVENTS Task Details
All events | 3 tota TASKS =
Filter o bt W
Server Name ID Severity Source Log Date and Time
Dcol 10020 Warning Microsoft-Windows-DHCP-Server  System  03/01/2021 22:52:08
Dcol 1036  Error Microsoft-Windows-DHCP-Server  System  03/01/2021 22:52:04
DCo1 1035  Emor Microsoft-Windows-DHCP-Server  System  03,/01/2021 22:52:04

Here we can see the progress of the new features we are installing on the server
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Screenshots:

Set domain options

=
@ ¥ Server Manager * DHCP @ | A Moo T View e
[ Active Directory Domain Services Configuration Wizard — O X
iE= Dashbg TASKS _~
= : . TARGET SERVER
I Locals)  Deployment Configuration bcot S
HE All Seny -
Inl AD DS Deployment Configuration ) ion
- Select the deployment operation
18 DHcP ) —
= ® Add a domain controller to an existing domain 000-AAT739 (Activated)
em DNS () Add a new domain to an existing forest
ii File and ) Add a new forest
Specify the domain information for this operation
Supply the credentials to perform this operation
<No credentials provided>
TASKS «
>,
More about deployment configurations
< Previous Next > nsta

e | add a Deployment Configuration to this PC
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@ v Server Manager *» DHCP @ | I'A Mansge  Jools  View  Help
[ Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= - - TARGET SERVER
¥ Locals Deployment Configuration DCoT .
BE All Seny
Isl AD DS Deployment Configuration ) ion
- Select the deployment operation
18 DHcp —
- Add a domain controller to an existing domain 000-AAT39 (Activated)
e= DNS Add a new domain to an existing forest
ii File ang ® Add a new forest
Specify the domain information for this operation
Root domain name: vyD'omain.loca
TASKS *
A
More about deployment configurations
< Previous Mext » Insta

e | keep the default settings. This will make a new forest that you need when this is the first server
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- @ | rA Manage Tools

[ Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= : ~ " : TARGET SERVER
I Locals)  Domain Controller Options DCoT S
Deployment Configuration . . ion
_ Select functional level of the new forest and root domain
Domain Controller Options
DN Options Forest functional level: Windows Server 2016 S L T (BT wiei)
NS Lplions
ii File and additional Ootions Domain functional level: Windows Server 2016 S
Paths

Specify domain controller capabilities

| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ssssssssse

-
Confirm password: sssssscsse TASKS

More about domain controller options

< Previous | | Mext » nsta Cancel

. | create a new domain
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- @ | rA Manage Tools View Help

[ Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= e . TARGET SERVER
I Locals)  Additional Options DCoT S
BE All Seny
I§! AD DS Deployment Configuration . ) . . ion
18 DHCP Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
a . The NetI0S domain name: MYDOMAIN Qe SRl rated)
e DNS
ii File ang
TASKS *
A
< Previous | | Mext » Insta

e« | setthe options for compatibility with other servers
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@ v Server Manager » DHCP @1 I'A Mnage  Tools

[ Active Directory Domain Services Configuration Wizard — O X
iE% Dashbqg TASKS ¥
= TARGET SERVER
I localS{ Pgths o1 :
B All Sery
I§! AD DS Deployment Configuration . . ] ion
ii DHCP Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Cptions
o o Database folder: CAWindows\NTDS III 000-AA739 (Activated)
em DNS DNS Options
ii File and additional Ootions Log files falder: CAWindows\NTDS III
SYSVOL folder CAWindows\SYSVOL [-]

TASKS =

More about Active Directory paths

< Previous | | Mext » nsta Cancel

e | add DHCP to my domain
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- @ | rA Manage Tools

[ Active Directory Domain Services Configuration Wizard — O X
iE% Dashbg TASKS ¥
= . " TARGET SERVER
B Locals) Review Options DCo1 v

Deployment Configuration Review your selections: ion

000-AAT739 (Activated)

Domain Controller Cptions Configure this server as the first Active Directory domain controller in a new forest.

DNS5 Options The new domain name is "MyDomain.local". This is also the name of the new forest.

EE File ang Additional Options The NetBIOS name of the domain: MYDOMAIN

Paths

Forest Functional Level: Windows Server 2016

Comain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes TASKS *
Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | Mext » nsta Cancel

e | setthe location of the log files
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- @ | rA Manage Tools View Help

[ Active Directory Domain Services Configuration Wizard — O

IEE Dashbg TASKS ¥
= - TARGET SERVER

Local S .
1 Installation DCoT .
BE All Seny
Ial AD DS Progress ion

= Startin:
DHCP 9
~) View detailed operation results 000-AAT739 (Activated)

£ DNS S
- ] ! ws Server 2016 domain controllers have a default for the security setting named
.i File ang w cryptography algorithms compatible with Windows NT 4.0" that prevents weaker

cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

Installation

TASKS =

More about installation options

Here we see a warning about the compatibility level and the need to change it if you have older servers in your
network.
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- @ | rA Manage Tools View Help

[ Active Directory Domain Services Configuration Wizard — O X
IEE Dashbg TASKS ¥
= ) L ) TARGET SERVER
I LocalS|  Prerequisites Check DCoT S
| Q All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare » | ion
Deployment Configuration . ) . . o ) - P
Prerequisites need to be validated before Active Directory Domain Services is installed on this 000-AAT39 (Activated)

Domain Controller Cptions computer
B File ang DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
1

Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (hitpi//
go.microsoft.com/fwlink/?Linkld=104751).

! Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DINS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the v
domain "MyDomain.local®, COtherwise, no action is required.

TASKS =

1 If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

MNext > Install | | Cancel

« | follow the Active Directory domain service (ADDS) configuration wizard calling my network MyDomain.Local
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Screenshot:

MYDOMAIN
\Administrator

£ MYDOMAIN\Adm...

R Other user

e | now login to the domain as an administrator

Version: v1.1 September 2021 | Specimen

59 of 105



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 1, Pass
Guide standard exemplification materials

Screenshots:

Active Directory is now installed

[ Server Manager - X

-@1 F

Active Directory Administrative Center
i PROPERTIES Active Directory Domains and Trusts
Dashboard For DCO1 Active Directory Module for Windows PowerShell

i Local Server o Active Directory Sites and Services
C

== Computer name At Directam U ic .
Wi All Servers Domain MyDomain.local Tve Lirectary USers and Lomputers
ADSI Edit

i§i ADDs

Manage

@ ¥ Server Manager * Local Server

Component Services

18 DHCP
- Computer Management
= DNS Windows Firewall Domain: On Defragment and Optimize Drives
FE File and Storage Services b Remote management Enabled DHCP

Remote Deskto Disabled

i saniE Disk Cleanup
NIC Teaming Disabled
T DNS
Ethernet 92.168.0.1, IPv6 enabled

Event Viewer
Group Policy Management

iSCSI Initiator
Microsoft Windows Server 2016 Standard Evalu Local Security Policy

dware information Microsoft Corporation Virtual Machin . ]
Hardwars rmatio! Microsoft Corporation Virtual Machine Vi ST S

ODBC Data Sources (32-bit)
ODBC Data Sources (B4-bit)
Performance Monitor

Print Management

EVENTS

All events | 68 total Resource Monitor

Services
Filter i bt System Configuration
System Information
Server Name 1D Severity Source Task Scheduler
Wind Fi Il with Adlv, d S i
Do 1014 Warning Microsoft-Windows-DNS Client Events indlows Firewall with Advanced Security
. . ) ) Windows Memory Diagnostic
DCo1 1014 Warning Microsoft-Windows-DNS Client Events
Windows PowerShell
DCco1 1129 Error Microsoft-Windows-GroupPolicy

e | can now add a new user
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Manage

Tools

; Mew Object - User

; Createin:  MyDomain local/Users

TASKS =

Never

on

ccount for ad...

| Initials: | |

| s of this group ...

dd
First name: |Dan
Last name: |T"3'kE
i
E Fileand 3 Full name: |Dan Troke

| count manage...

User logon name:

|dtroke

| @My Domain local

User logon name (pre-Windows 2000):

s who have ad...
w s who have vie...
ministrators Gro...

nts who are per..

|MYDOMAIN\ ||dt|'0ke | ed administrato...
tations and ser...
in controllers ...
< Back Next > Cancel | fingussts

in users
%Enterprise A... Security Group... Designated administrato...
%Enterprise K. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group.. Members in this group ..
E.;Guest User Built-in account for gue...
< > B%KE\,rAdmins Security Group... Members of this group ...

s in this group c...

s of this group t...

s in this group c...

Download u

Never

Real-Time Py
Settings
pfiguration On
(UTC+00:00)
00378-00004

Intel(R) Corg
141 GB

39.45 GB

TASKS ¥

Server Name D Severity

DCol
Dcon
Dcol

1014 Warning
1014 Warning
1129 Error

Source

Microsoft-Windows-DNS Client Events
Microsoft-Windows-DNS Client Events

Microsoft-Windows-GroupPolicy

Date and 'Time

/01/2021 00:59:35
/01/2027 00:54:40
/01/2021 00:54:21

. | can now add new user details
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A @ | r Manage Tools

[T Dashboa| ; New Object - User X TASKS ~
B Local Se
4 Never
— ; Createin:  MyDomain local/Users Download w
= € on A ' -
Never
ccount for ad...
™ ‘When you click Finish, the following object will be created: s in this group c..
Full name: Dan Troke s of this group ... Real-Time P4
- s of this group t... -
g File and § User logon name: dtroke @MyDomain local Settings

count manage... - .
9 pfiguration On

(UTC+00:00)
00378-00004

s in this group c...
s who have ad...
s who have vie...
ministrators Gro...
nts who are per..
ed administrato...

Intel(R) Corg

tations and ser...

. . 134 GB
in controllers ...
- - - " 39.45 GB
< o | fmovess
in users
%Enterprise A... Security Group... Designated administrato...
%Enterprise K. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
H2 Group Polic... Security Group.. Members in this group c.. TASKS ¥
E.;Guest User Built-in account for gue...
< > B%KE\,rAdmins Security Group... Members of this group ... v A
Server Name D Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2027 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy System /01/2021 00:54:21

e Iclick finish to add/create the object
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A @ | r Manage Tools

] Active Directory Users and Computers

iE Dashb TASKS ¥
" BS993 e Action View  Help
B Local Ser - | = | w = -
EEEE ., .5 0/x066E T E®
E All Servey— wiiload
!_ ] Active Directory Users and Com|| Name Type Description Download u
A = - Never
R - :V;d Qu.erlles | E)Administrator User Built-in account for ad...
8 DHCP v & __)f Borlr::.aln. o HE Allowed RO... Security Group... Members in this group c...
_| Builtin : . .
:% DNS | Computers %Cer‘t Publish... Security Group... Members of this group ... Real-Time P4
= - . %Cloneable D.. Security Group.. Members of this group t... -
¥ File and 2| Domain Controllers Settings
. . . . & Dan Troke User - .
_| ForeignSecurityPrincipaly figuration On
“| Managed Service Accour 8.;DefauItAcco... User A user account manage... TETIT
= %Denied ROD... Security Group... Members in this group c... ) §
| Users 00378-0000{
%DHCP Admi... Security Group... Members who have ad...
%DHCP Users  Security Group... Members who have vie...
%Dnshdmins Security Group...  DMNS Administrators Gro...
%DnsUpdateP... Security Group... DMS clients who are per... T
%Domain Ad... Security Group... Designated administrato... n; I'r’_“_UIE
%Domain Co.. Security Group... All workstations and ser... 1"4:2
%Domain Con... Security Group... All domain controllers i... 22ICH
%Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users
%Enterprise A... Security Group.. Designated administrato...
%Enterprise K.. Security Group.. Members of this group ...
E2 Enterprise R...  Security Group.. Members of this group ... TASKS ¥
%Group Polic...  Security Group... Members in this group c..
< > P.\,Guest User Built-in account for que... A
Server Name D Severity Source Log Date and Time
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2021 00:59:35
DCo1 1014 Warning Microsoft-Windows-DNS Client Events System /01/2027 00:54:40
DCo1 1129 Error Microsoft-Windows-GroupPolicy System /01/2021 00:54:21

¢ The new user is now added to the Active Directory of Users and Computers
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A @ | r Manage Tools

Select Groups

Select this object type:

From this location:

Enterthe object names to select (zamples):

g Fileand 3 Domain Admins Check Names
unt manage...
n this group c...
ho have ad...
Advanced... e ho have vie...

|Gmup5 or Built4n security principals | Object Types...

|I‘vh'Domain.IocaI | Locations...

Never

ount for ad...

f this group ...

< > P.\, Guest User

2 DnsAdmins  Security Group...
%DnsUpdateP... Security Group...
%Domain Ad... Security Group...
%Domain Co.. Security Group...
%Domain Con... Security Group...
%Domain Gue... Security Group...
%Domain Users  Security Group...
%Enterprise A... Security Group...
%Enterprise K. Security Group...
%Enterprise R..  Security Group...
%Group Polic...  Security Group...

DMS Administrators Gro...
DMS clients who are per...

Designated administrato...

All workstations and ser...
All domain controllers i..
All domain guests

All domain users

Designated administrato...

Members of this group ...
Members of this group .

Members in this group c...

Built-in account for que...

n this group c..

f this group t...

Download u

Never

Real-Time Py
Settings
pfiguration On
(UTC+00:00)
00378-00004

Intel(R) Corg
1.34 GB

39.45 GB

TASKS ¥

Server Name D Severity Source

DCo1 1014 Warning Microsoft-Windows-DNS Client Events
DCo1 1014 Warning Microsoft-Windows-DNS Client Events
DCo1 1129 Error Microsoft-Windows-GroupPolicy

Date and 'Time

/01/2021 00:59:35
/01/2027 00:54:40
/01/2021 00:54:21

e | can add new user to the group that best suits their job
¢ The screenshots above show me accessing Active Directory and creating a user account called dtroke and

making it a domain admin
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Installing security software

Screenshots:

— X
e https://www.avira.com/en/start-download/product/2262/-112e2 2 ~ @ ¢ Download Avira Free Securi... X

Avira

First step successfully completed!

You should now have the downloaded file. Now, all you
need is to open and install it!

Download Run program Install

Your download hasn't started?
Try again now

_Back to the previous page

The avira_en_sptll__phpws-spotlight-release.exe download has completed. Run Open folder View downloads

01:55
04/01/2021 %

= T s

e | browse for the website and choose to use Avira. Here | download the programme
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e E https://www.avira.com/en/start-download/product/2262/-112e2 O ~ @& ¢ Download Avira Free Securi...

& Avira

K

Welcome to Avira

« After the download is complete, | agree to the terms and install it
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@& Avira Free Security

Great! You are all set

Let's run your first smart scan

e Once installed, | can run a Smart scan
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Bost match

/7 Check for updates
[ 97

System settings

@, Manage Help Settings

Apps
B Ssettings

Sattings

& Windowss Update settings
D Recovery options

@ View instalied updates

< Advanced Windows Update options

7 Update device drivers

B 8

updatel

32 View update history ILIE-

(—J v 1 |¥% « All Control Panel ltems » Windows Update » View update history v ¢ | ‘ Search Control Panel pe I

File Edit View Tools Help

Review your update history
Check the Status column to ensure all important updates were successful. To remove an update, see Installed Updates.

Troubleshoot problems with installing updates

Name Status Importance Date installed |~
Security Update for Windows Server 2012 R2 (KB3003743) Succeeded Important 11/13/2014
Security Update for Windows Server 2012 R2 (KB2992611) Succeeded Impertant 11/13/2014 =
Security Update for Windows Server 2012 R2 (KB3005607) Succeeded Important 11/13/2014
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3003057) Succeeded Important 11/13/2014
Update for Windows Server 2012 R2 (KB3008188) Succeeded Important 11/13/2014
Security Update for Windows Server 2012 R2 (KB2920189) Succeeded Important 11/13/2014
Update for Windows Server 2012 R2 (KB3008627) Succeeded Recommended 11/13/2014
Security Update for Windows Server 2012 R2 (KB3005607) Failed Important 11/12/2014
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3003057) Failed Important 11/12/2014
Update for Windows Server 2012 R2 (KB3008188) Failed Impeortant 11/12/2014
Security Update for Windows Server 2012 R2 (KB2920189) Failed Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3002885) Succeeded Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3006226) Succeeded Important 11/12/2014
Security Update for Microsoft .NET Framework 4.5.1 and 4.5.2 on Windows 8.1 and Windows Server 2012 R2 ... Succeeded Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB3003743) Failed Important 11/12/2014
Security Update for Windows Server 2012 R2 (KB2992611) Failed Important 11/12/2014 Y

e | now check for Windows updates
e Antivirus is installed and Windows is up to date
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Task 2(b)
Installation of client PC

Screenshots:

i Windows Setup

am Windows'

Language to install: {English (United Kingdam) -
L EELL R EWTR ST English (United Kingdom) -
LCTLLEIC R IMENEGERY United Kingdom -

Enter your language and other preferences and click "Next" to continue.

. All rights reserved.

e | select the correct language for the UK
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tid Windows Setup

o= Windows

Install now

lepair your computer

. | click install
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) ¢f) Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email that you received after buying a digital copy of Windows, or on a label inside the box that
Windows came in.

The product key looks like this: KRR R - KO- OGO )00

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

Privacy statement Idon't have a product key

1 Collecting information 2 Installing Windows

e | add the license number as proof of license
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e

Q ¢f) Windows Setup

Select the operating system you want to install

Operating system Architecture Date medified
Windows 10 Home x4 19/11/2020
Windows 10 Home N wad 19/11/2020
Windows 10 Home Single Language ¥B4 19/11/2020
Windows 10 Education xbd 19/11/2020
Windows 10 Education M w4

Windows 10 Pro

Windows 10 Pro N

Description:
Windows 10 Pro

1 Collecting information 2 Installing Windows

e select the correct version of Windows necessary. | am going to install Pro as this is a corporate machine
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e

Q ¢f) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications
The files, settings and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings and applications aren't moved to Windows with this option. If y
make changes to partitions and drives, start the computer using the installation disc
recommend backing up your files before you continue.

1 Collecting information 2 Installing W

e | use acustom install as this will keep the old data if there is any and let me choose more options
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e

Q ¢f) Windows Setup

Where do you want to install Windows?

Mame Total size Freespace Type

;”, Drive 0 Unallocated Space 250 GB 250 GB

+4 Refresh 2% Delete # Format

[=9

Load driver Extend

1 Collecting information 2 Installing Windows

e« | select the disk | wish to use. As there is only one disk, this is selected by default. | choose it
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¢f) Windows Setup

Installing Windows

Status

J/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Getting finished

1 Collecting information 2 Installing Windows

¢ these screenshots show me installing Windows 10 onto the client computer
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Screenshots:

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United States-Dvorak

United States-Dvorak for left hand

e | select the correct keyboard for use in the UK
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Let's add your account

Access your apps, files and services across your devices with your Microsoft account.

Create account

ffline accoun Privacy & Cookies Terms of Use

. | add a local account for Microsoft
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Whao's going to use this PC?

What name do you want to use?

Or, even better, use an online account

e These screenshots show me performing the initial set-up for first use of Windows 10
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Screenshot:

Browse the web with Microsoft Edge

The new browser recommended by
Microsoft for your PC

Get started Maybe later

R Type here to search

e | have now logged into Windows 10 for the first time
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Checking device drivers

Screenshots:

& Device Manager
File Action View Help

L AReall 7 N e

v % DESKTOP-UR21V4D

> 3 Batteries

> & Computer
Disk drives
Display adaptors
DVD/CD-ROM drives
Human Interface Devices

Keyboards

Mice and other pointing devices
Menitors

Metwork adapters

Print queues

Processors

Software devices

Storage controllers

>
>
>
>
?
>
>
?
>
>
>
>
>

FéemOnmie ] F ol

System devices

AL Type here to search

e | check all drivers are installed
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Network configuration/domain joining

Screenshots:

— CE] e e a x
About
Your PC is monitored and protected. Related settings:
Bitocker se
System © Virus & Threat Protection
© Firewall & Network Protection Sysiem info
o Display © Aop & browser contiel
© Account protection
98 Souna .
© Device security
L3 Notifications & actions See details in Windews Security
& Focus assist
@ Power & sleep Device specifications
= stonge
Device name
(3 Tablet mode Erocessor
Hi Multtasking Installed RAM
Device ID
& Projecting to this PC proguct 10
e A Sytemtype  64-bit ope e
Lo it Pen and touch enor & i dis
@ Clipboard

Rename this PC

5 Remote Deskiop

® About

| Windows specifications
diton s 10 o
Version
nstaled on
05 buikd

na

e | open settings
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Settings
@ Home About
[ Find a setting : Your PC is monitored and protected. Related settings
BitLocker settings
== @ Virus & Threat Protection
System info
© Firewall & Network Protection v
O Display @ App & browser control Computer Name/Domain Changes X B
Have a question?
© Account protection e O T X . g
i) Sound ‘computer. Cranges might affect access to nefwork resources. ~
© Device security Finding out how many cores my
processor has
Natifications & actions See details in Windows Security e by
Sorrter

2 Focus assist Ful compter name:

Mdprreer
: ) I
O Power &sleep Device specifications Moe | B
Member of
= Storage (®) Domain:
. ~ [MyDomain local
Device name 3dprinter
L3 Tablet mode Processor X : . OWohgoee:
WORKGROUP
Ht Mutitask
Sl L2 LY Installed RAM
[ox ] corcnl
L Device ID
&7 Projecting to this PC Product ID =
§ System type g g
Shared experiences .
Penand touch  No pen or touch ing
Clipboard

Rename this PC
| 3¢ Remote Desktop

® About . . .
I Windows specifications
Edition 0Pro
Version
Installed on
0 build

Change product key or upgrade your edition of Windows

Read the Microsoft Services Agreement that applies 1o our services

4 E8 5 ControlPanel » Al Control Panelems > System c Seseen Gonte

v o earch Control Panes
Control Panel Home . i . °
View basic information about your computer
0 Device Manager Windows edition
§ Remote settings Windows 10Pro
G System protection € 2019 Microseft Corporation. All rights reserved,
& Advanced oystem setfings System Properties X
System G
Computer Hame  Hardware Advanced  Syslem Proteciion Remte
Manufacturer. Hewlett-Packard
Processor: Intel(R) Core(TM) i7 CPU 960 @ 3.206Hz 3.19 GHz a W-;gﬂwsvsn;'**e‘ﬂ'wm"*ﬂw'vmHm'm"mw"
on the netwark.
Installed memory (RAM): 12,0 GB (8.00 GB usasle)
Sstem type S4-bit Operaing Systen, x5l-based processor Corwsdscton [ ]
Pen and Touch: No Pen or Touch Input is availsble for this Display For exampie. "ichen Computer” o "Mary's.
Computer

Full computerrame:  3dprrter
Hewlett-Packard support

Viorkgroup: WORKGROU?
Phone number; 1-B00-474-6836 (1-800- HP-Ivent)
Support hours: I the United States, 24 hours a day, 7 days a week Tosse s wizard tojon & doman o wokgwen. cick | patwerk ID.
Networ I3
Website: Online support
Computes nams, domain, and wonkgroup settings. Torename this computer o change B domai ot Grange.
3 warkgroup, cick Change.
Computer name: 3dprinter & Change settings
Full computer name: 3dprinter

Computer description:
Workgroup: WORKGROUP

Windows activation

Windowsis activated Readi the Microsoft Software License Terms e -

Product ID: 00331-20300-44403-AA391

G Change product key

e here | am joining the Domain | created above
e | have joined the MyDomain.local, using the domain admin account dtroke when prompted
e after joining the domain, the computer has rebooted, and | can now log in with the dtroke account
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Security and installation of antivirus software

Screenshots:

1| @ v joato doerc]| 1

L —— S ————

avg antivirus free download

For which platform?

forwindows 10 || windows 7

AVG Antivirus for Windows - AVG Free Download

it /ivwwnw avg comreeantivirus -

e | browse for antivirus software on the web

Screenshots:

AVG AntiVirus FREE

Powei ful protection and pesformance for your PC and beyond

Buy now
i

. | select the free download
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() Thank

Your do

« | download the installer

You're protected

e Antivirus software is now installed
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LY aj W AYG | Thank you for dor X
« O @

@ Thank you for choosing AVG!

Your download will t Jutomartically
If it doesn't, just click here

What 6 you want 1o do with avg,antiirus free setup exe (254 K82
From: bitsavcdnnet

e  Antivirus software is now installed ‘Thank you’ message from AVG

No browser threats found

. | run a virus scan to check for viruses
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Screenshots:

Setings A

- =
@ Home Windows Update
aur e vl estart Gutside of astve howrs Looting forinfo on the lstest

Update & Security poatest

2070-11 Cumuatve Upedate Previen Tor NET Framewor 3.5 ant 4 e Wintous 10 Versin 1509 for 16 (K4S08676) Loom morc

Status:penaing restart
& windows upaste
i Restartnow | Schodule the rosiar .
. Deiivery Optimization s e
@ Windows Security Adjust active hours to reduce disruptions 05 build ifo
Cilin We noticed you reguiary use your device beween $:00 PM and B00 AM. Would you ke Windows 1o automatically

update your ac act werft restas for upcates durin his e
2 Troubleshoat —
A Recovery

(@) Pouse uocote for T dors
D Actvation s Adhanced ostons ta change e J
& Find my deviee: -
B For detopers
Windows Insiser Program

23 favanced options
8 i uncste contrs

@ Home Windows Update
s chickeet Tody, 15 AM Losiing for info o the atest
Undate & Security. updates?
2020-1 Cumulaive Update Preview for NET Famewark 1.5 and 45 fer Windows 10 Uerseen 1239 for i (KA536378) earn more:

Status:Downlaading - 0%

& Windows Update

Relatest finks

Adjust active hours to reduce disruptions

& eiwery Gptmaatian I P! B
W cticed o gy use Yo devic beteen 900 PM and 00 AM. Would 3o ke Windows 1 atomatcally

® Wincous ey ot et ot ta s yor acoi ates g s e 5 wiktinio

oo Tuman

Treubleshaot

& @ Pase updates for 7 days.

& Recovery
(3@ Change active hours

Actvation Curer Fra

A Find mydnico

B ror seveiopers

18 Windows nsider Program

e | check for Windows updates
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Configuring backups

Screenshots:
@ Home Backup
T Choose the right backup option for
ey Back up using File Histuly S .

othe
cleted.
C Windows Update

4 Addadrive
£ Delivery Optimization Learn more at
More opt
S Windows Security Select a drive
Looking Have a question?
= Media (M
| 7 oo T ry=n " Mapring anetwork i
& Troubleshoot
2 Recovery
© Activation

A Find my device

B For deveiopers

& Windows Insider Program

Backup

Choose the right backup option for
you
Back up using File History

Update & Security

8ack up your 1 another drive and restore th riginal
vrant you

 Windows Update

L Adda drive

£ Delivery Optimization

More options

Windows Security .
Looking for an older backup? Have 2 question

Backup backy the Windows T Backup and Restc Mapping a network driv

il work in Wind
Backup and Restore (Windows 7

S )

Troubleshoot

Recavery

Activation

Find my device

For developers

Iy = > ® b %

Windows Insider Program

Client software

The following software was requested for installation:
o office software

e project management software

e instant messaging client software

As per the network installation specification, | will install Microsoft Office 2019 which included Microsoft Project and
Microsoft Teams.
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Screenshots:

Setting up email

Q o + - 8 x
* b
pr perence biites and for advertising. Privacy Statement Accept all Manage cookies
8% Microsoft |  Office  procuts +  sascurce Tompate pport Myaccount | Buy now A

Welcome to Office

Your mmunicate, collaborate, and get great work done.

Sign up for the free version of Office >

Sign in to use your favorite productivity apps from any device

EF R EaAwy

OneNote Onedrive

QY My acooes ¥ Office apps & devices B subscriptions

,Q _— Verdy what procucts and Iienees you have.

B suvxrip

Q Security & prawacy View apps & deices View subscriptiont

B rosem

d heor s duices Q Security & privacy & App permissions
#ro djust IMPOTant pracy Ay 1 ACCess 1¢ Jata: 16

Manage sweurity & peivacy Change app permissions

e | search for what | need and set up the email
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Screenshots:

hiwe  1iinud 9 7
— warch o S O
+ New mail Focused — Other L v
» 3 lernamry 202
£ Accounts L |
I
Sur by veel Luaval is still fve Sun 02501
The deals don't soy Yiew il ordive | Urs
U1 evanng NI
° Forhang
[ Men tirenary asstes anupdsts n;
it 3t porhanee faam A weny staanoe.. =aorl
° ERraty]
s Sur MNea Fuar Deele e UVE Frio1l
Sarew GG o TVA, Nootears and muclhinone Vi

Ixirked

<1 Ueacsaber 00

Mo

° MO
lapy 2zl oohees wakh cur g 2ol Biess s ey
Start M2 rar ks iew emailanhing | Hrsal

20 Drvernber 2020

G2 el eriin Cutkk el FuLuen
Dral sy pust-Xnnge Luss ailh cur deels Mo 2302

Sut Juds ar

e oLl e Ve @il online | Uy

e« | have set the customer email up on the client PC using the provided email configuration settings. The
screenshots show | can now send and receive email
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Mobile phone set-up

Connecting to wireless network
Photos:

¢ | open settings and scan for the company network | want
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| select the network and add the password
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| join the mobile phone to the office network
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Implementing screen lock, fingerprint and Find My Phone

Photos:

020K il oo

Settings

Q Search

© D

o
@
Q0

e

e | open settings and go to security
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Bluetooth

Mobile network

More connections

Home screen & wallpaper

Display & brightness

Sounds & vibration

Notifications
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Fingerprint ID

Face Recognition

Lock screen password

Smart Lock

e | select password for the type of security
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Confirm PIN

e ©¢ ¢ ¢ o O

Try not to forget your PIN. There is no way to
recover it if you do.

e | create a password/pin number for security
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Add fingerprint

PIN set for unlock. Add a fingerprint as
well?

CANCEL ‘ ADD

e To improve security of the mobile device | have added a screen lock with a PIN number of 8330
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Photos:

0418 &8 &

& find my phone

Google Find My Device
@ Google LLC

4.4% 100M+

867K reviews Downloads

Find, ring, lock and erase any lost Android device

ads - Related to your search

oV

"PHONE
LOCATOR

e | search the app store and open Find My Phone
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©

Find My Device

by Google Play Protect

Dan Troke
danstroke@googlemail.com

Continue as Dan

or

Sign in as guest

1] (@)

e linstallit
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danstroke@googlemail.com
Google password

Forgotten password?

] pon't ask again
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Huawei P30 lite

Contacting device...

n-\ Dlau CAacimad

¢ | can see my mobile phone’s location
¢ In case of loss or theft of the mobile phone, | have added the Find My Phone app to help
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Task 2(c) (see Appendix 1 - Workbook - DSS-007-01 Assignment 1 pass)
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Examiner commentary

The student has achieved the required standard for the following reasons:

This project overall meets the requirement of the brief, however, did not fully provide all of the details that could
have been included.

there was a basic business understanding taking into consideration legislation such as GDPR

the student has taken basic health and safety and security considerations such as signs to prevent access to
dangerous areas, but they could have done more to identify risks and mitigate them

where practical tasks are part of the assignment, they have achieved the required outcomes of the task
(installing Windows server, setting up Active Directory, installing Windows 10) but has not looked deeper. This
is seen in the document by specifying a 100+ port server and not considering internet access as it is not
explicitly requested

where commentary is given it is generalised and does not use many technical terms. They demonstrate
general understanding of concepts but have not shown detailed knowledge of the technical terminology used
in the sector

where technical understanding of concepts is required, some detail is seen (for instance when looking at IP
addressing the student has identified appropriate IP addresses but not considered subnet mask)
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Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications, the threshold competence requirements of the role and have been validated with employers
within the sector to describe achievement appropriate to the role.

Grade

Distinction

Pass

Demonstration of attainment
The evidence is logical and provides an excellent response to the demands of the brief
Makes use of relevant knowledge and is well informed by the practices of the sector

Demonstrates an understanding of the different perspectives/approaches associated within the
sector

Makes excellent use of facts/theories/approaches/concepts
Demonstrates comprehensive use of breadth and depth of knowledge and understanding
Consistently selects appropriate skills/techniques/methods

Identifies information from a range of suitable sources and makes use of appropriate
information/appraises relevancy of information

Combines information to make accurate and appropriate decisions
Makes sound judgements/takes appropriate action/seeks clarification and guidance

Successfully tackles both routine and non-routine problems that reflect real life situations in the
sector

Effectively demonstrates skills and knowledge of the relevant concepts and techniques reflected in
the sector and is applied across a variety of contexts

Tackles unstructured problems that have not been seen before, using their knowledge to analyse and
find suitable solutions to the problems

Analyses data/information in context and applies appropriate analysis in confirming or refuting
conclusions and carrying out further work to evaluate conclusions

Justifies strategies for solving problems, giving clear explanations for their reasoning
The evidence is logical and a good response to the demands of the brief
Makes use of relevant knowledge and is generally informed by the practices of the sector

Demonstrates an understanding of some perspectives or approaches associated within the sector
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Makes good use of facts/theories/approaches/concepts

Demonstrates breadth and depth of knowledge and understanding

Generally selects appropriate skills/techniques/methods

Identifies information from appropriate sources

Makes use of appropriate information/appraises relevancy of information

Combines information to make accurate decisions

Makes generally sound judgements/takes appropriate action/seeks clarification and guidance

Able to successfully tackle routine problems and make some progress on solving non-routine
problems in real life situations

Demonstrates most skills and knowledge of the relevant concepts and techniques reflected in the
sector and is applied across different contexts

Able to make some progress on unstructured problems that have not been seen before, using their
knowledge to find solutions to problems

Makes some justification for strategies for solving problems, giving explanations for their reasoning

* “Threshold competence” refers to a level of competence that:

¢ signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

¢ is as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where appropriate)
supervised working environments)

¢ signifies that a student has achieved the level for a pass in relation to the relevant occupational specialism
component

U grades

e if a student is not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade
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