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Introduction

The material within this document relates to the Digital Support occupational specialism sample assessment.
These exemplification materials are designed to give providers and students an indication of what would be
expected for the lowest level of attainment required to achieve a pass or distinction grade.

The examiner commentary is provided to detail the judgements examiners will undertake when examining the
student work. This is not intended to replace the information within the qualification specification and providers

must refer to this for the content.

In assignment 3, the student must first analyse a penetration test of a network in order to identify any maintenance
requirements. The second task requires the student to remotely carry out updates to the system.

After each live assessment series, authentic student evidence will be published with examiner commentary across
the range of achievement.
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Assignment 3:

Scenario

Monitoring and maintaining all infrastructure, whilst documenting the process, is the key to an efficient and
functional system. During this process you will analyse the recent penetration test report that has been produced
on a network. This will lead to you identifying vulnerabilities, providing solutions, identifying trends and underlying
problems, all of which will be documented in a continuous improvement plan.

Alongside this, to save time and improve efficiency, you are required to create and deploy an image remotely which
consists of an operating system and software applications.

Task 1: network analysis

Time limit

6 hours

You can use this time how you want but task 1 must be completed within the time limit.

(12 marks)
Student instructions

In this assignment you need to monitor, maintain and demonstrate continuous improvement of a network. For this,
you will need to produce an infrastructure status log (worksheet in appendix 3) for the equipment listing (worksheet
in appendix 3) and network overview diagram provided (appendix 4). You will log and update the infrastructure
status log and produce maintenance notes for each of these devices.

You must also analyse the penetration test report provided (appendix 5) and filter your findings and solutions in the
penetration test remediation log (worksheet in appendix 3), into your future planning, to demonstrate understanding
of continuous improvements. This will include how current and future vulnerabilities will be mitigated and will also
identify trends and document underlying problems to produce solutions faster.

Documentation and screenshots, where applicable, will need to be provided to show the work you have conducted
and any future planning.

1) You are required to monitor, maintain and demonstrate continuous improvement of the new network including:
e log infrastructure status

e maintenance notes for the installations

e analysis of penetration testing report

e mitigation of vulnerabilities

e future planning, identifying trends and document underlying problems

You will have access to the following equipment:

e 1 x workstation set-up with office software installed

e internet access for developer notes and help pages
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e digital camera

Evidence required for submission to NCFE
The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices) showing
the issues identified in the penetration test report and maintenance notes for the installations within the
infrastructure status log (worksheet in appendix 3)

e infrastructure status log (worksheet in appendix 3)
e penetration test remediation log (worksheet in appendix 3)
e documented/planned improvements (word processing document)

e internet browsing history

Student evidence

Following the penetration test report and subsequent risk assessment, it can be summarised that the following
vulnerabilities were identified with the current network:

e workstations
o vulnerability
= all workstations within the infrastructure were found to be missing 4 distinct critical updates (risk: high)
e KB4511552 for x64
o KB4511552 for ARM64
o KB4505657 for x64
o KB4505657 for ARM64

The OS version is Windows 10 1803, which is significantly behind and requires many updates to bring it completely
to date, image a:

Image a

About

Windows specifications

Edition Windows 10 Pro
Version 1803

Installed on 26/ 0
0S build 171341

Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Related settings

System info
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When checking for Windows Updates it has several updates that were missed, image b:

Image b

Windows Update

Updates available
Last checked: Today, 21:31
Your device is missing important security and quality fixes.

Security Intelligence Update for Microsoft Defender Antivirus - KBE2267602 (Mersion 1.335.1735.0)
Status: Downloading - 0%

Windows Malicious Software Removal Tool x64 - v5.88 (KB220E830)
Status: Initializing...

2021-03 Update for Windows 10 Version 1803 for x64-based Systems (KB4023057)
Status: Initializing...

2020-06 Update for Windows 10 Version 1803 for xb64-based Systems (KB4480730)
Status: Initializing...

2020-02 Cumulative Update for Windows 10 Version 1803 for x64-based Systems (KB4537762)
Status: Initializing...

Microsoft .MET Framework 4.8 for Windows 10 Version 1803 for xbd (KE4486153)
Status: Downloading - 100%

2019-02 Update for Windows 10 Version 1803 for x64-based Systems (KE4346084)
Status: Initializing...
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o action
= all patches need to be updated on the workstations (timescale max 25 days)
o vulnerability

= the NVidia video driver on all workstations was out of date, exposing all workstations to a privilege
escalation vulnerability (risk: medium)

This computer did not have the most up to date video drivers available, image c:

Image c

MVIDIA GeForce RTX 3070 Properties >

General Drver  Details Eventz FResources

|§ NVIDIA GeForce RTX 3070

Driver Provider: ~ NVIDIA

Driver Date: 120472021

Driver Version: 2721146611

Digital Signer: Microsoft Windows Hardware Compatibility

Publisher

Driver Details View details about the installed driver files.
lUpdate Driver lUpdate the driver for this device.

Rall Back Driver If the device fails after updating the driver, ral
B back to the previously installed driver.

Dizable Device Disable the device.

Uninstall Device Lninstall the device from the system (Advanced).

QK Cancel
o action

= all workstations to have drivers updated during next routine maintenance

e servers
o vulnerability
= all 5 of the servers operating within the network had 10 updates missing (risk: high)
e KB4501835
o KB4497934
e KB4505056
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o KB4499728
o KB4494441
e KB4495590
o KB4497932
o KB4499405
o KB4495618
o KB4556441

As you can see below there are the updates that were missing, image d:

Image d
F
S Last

Title Classification Updated
2015-05 Cumulative Update for Windows Server 2019 for x64-based Systems (KBE4501835]) Updates 5/1/2019
201505 Cumulative Update for Windows Server 2019 for x64-based Systems (KBE4497534) Updates 5,/20/2019
201505 Cumulative Update for Windows Server 2019 for x64-based Systems (KBE4505056) Updates 5,/19/2019
2015-05 Serviding Stack Update for Windows Server 2019 for x64-based Systems (KE4499728] Security Updates | 5/13,/2013
2015-05 Cumulative Update for Windows Server 2019 for x64-based Systems (KE4494441 ) Security Updates | 5/13,/2013
2015-05 Cumulative Update for .NET Framework 3.5 and 4.7.2 for Windows Server 2019 for x64 .

KB4455590 Security Updates | 5/9/2019
2015-05 Security Update for Adobe Flash Playver for Windows Server 2019 for x64-based Systems .

KB4497932 Security Updates | 5/13/2019
201505 Cumulative Update for MET Framework 3.5 4.7.2 and 4.8 for Windows Server 2019 for x64 .

KE4499405 Security Updates | 5/9/2019
2015-05 Cumulative Update for .MET Framework 3.5 and 4.8 for Windows Server 2019 for x64 .

XBA495618 Security Updates | 5/9,/2019
2020-05 Cumnulative Update for .MET Framework 3.5 4.7.2 and 4.8 for Windows Server 2019 for x64 Security Updates | 5/8/2020

KBA556441)

o action

= all patches need to be updated on the servers (timescale: max 25 days)

o vulnerability

= vulnerabilities were identified in the SQL server operation on SVR09 (risk: critical)

= aweak username/password combination of root/root were configured on the SQL server allowing root

access to the server

= when running a query against the SQL database, usernames and passwords for all users were able

to be retrieved in clear text

= arogue username/password was able to be added to the database
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As you can see the SQL server only has a simple username and password, image e:

Image e
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:
(" Builtdn account:
{* This account:
Account Name: | root Browse
Password: | Fe—
Confirm password: | e
Service status: Running
| Stop | Pause Restart
Cancel Apply Help
o action

=  root account should be disabled on the server, with administrative password set using a strong
password

= encryption should be introduced on the server for any usernames and passwords in the SQL
database — the screenshot in the database suggests the server is currently using encryption with the
Blowfish algorithm but has been configured poorly

= it should be noted that if these passwords include external customer details then if this vulnerability
were exposed in a genuine attack this alone would be a serious and notifiable breach of GDPR/Data
Protection Act 2018 regulations

= it would be worth introducing a form of 2 factor authentication on the server to help prevent
unauthorised access through compromised passwords

e printers
o vulnerability
= the following issues were found on all 5 printers in the infrastructure (risk: medium)
e no administrative challenge when logging into management console
e administrator password has not been set

e printer firmware was running an old version (20150126) which is vulnerable to a JetDirect SNMP
device password disclosure vulnerability
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When logging in to the printer you are immediately given full access, image f:

[ﬂ HP LaserJet 400 colorMFP M4 75dw

HP Lasardel 400 colorhFP RTRde  NPIEZSLAC 197 03220230

Image f

Devce Sk 2 .
R Device Configuration
Devee Contpeston
hietwark Sorremiry
o Product Mame: HP Ladardal 400 el P M4TSdw
u L Formattel Nembei: SF4TEAL
Coles Litage Loy Soraal Mumbar: CNESFOTERL
Evend Leg Service 10z 14132
Firmware Daiecode: 0150128
Dinabie Fax: iy
Telezom Verskon: 500001
Locasian: UK
ADF inatalied: Vai
Max Monochroma Print Guality: [
Max Color Prind Quality: ImageRLE MDY
Conirgiler Humber: L
DHiphETET WETBIDN! L)
Devies Deseription: HP Lanerdel 400 eolorldFF W4T Sdw
Lanfguage: Efsjiiah
Anset Humbaer:
Four Comgany Nama:
Contast Penson;
Dervice LoCatiea
Product Seowity: oF
Wired HW Adseeia: o ade B Sem
Wirshean HW Addreaa: 4iSanddanln
Metwerk In Use: Wapd
Hosi Name; NPEEAL
1Fyd Agidrenn; THT PR 20
IFVE Agdvess; AR TMAR RO N BEQD AIDY CIFF FERT SEAC
Tonal sy 152 MByies
Awailable Mefmey: 4578 MBytes
vt Pevonaien and oo ———
PCLE (04001
AdiPint
oL (IR0ARI0T)
Fir IR

When viewing the firmware, it has been identified that this firmware version is out of date, image g:

Image ¢
i JO BN e | N e A | N | BN S | RS (e St |
Device Status . .
Euppies Shabes Device Configuration
Oven Conparston
Matwark Surmmary
Flapsats Product Name: HP Lasseded £00 colotFP W4T Sdw
Formainer Humbsi: SFATERC
Eelor Usage Log Serial Hurmbers ENBEFOTEFL
Evemt Log Service ID: XL
Firmware Datecode: D150 126
Diaable Fax: L]
Telecom Version: 5031000
Locatien! UK
ADF Instalied: ]
Max Monochroms Print Quaality: 00l
Max Color Print Cheality: ImageREL 3800
Controllar Numbaer: 72
o action

= all 5 printers will need their firmware updating to the latest version (20191105)

= all 5 printers will need a strong administrator password setting on the management console

= all 5 printers will need the settings adjusting to prompt for a password on every login to the

management console
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Forward planning and continuous improvement

Having looked at all the vulnerabilities, it is clear that there are concerns with patch management and routine
maintenance.

Patch management

It is not clear from the report how patch management is being conducted across the network but with missing
critical updates, it is likely that patch management is not properly centralised. This can be said for both
workstations and servers.

Recommendation for continuous improvement
Windows Server Update Service (WSUS)

I would recommend we introduce a WSUS server to the infrastructure. This will allow us to centrally control the
patch management and ensure patches are rolled out to all workstations and servers correctly. WSUS will allow us
to download operating systems, Microsoft software and signed drivers as soon as they are released to a central
server. We can test patches quickly to confirm they will work with our infrastructure and then deploy to all machines
effectively.

We can further set policies via group policy to control the updating of Windows, preventing users from delaying
updates and ensuring they are forced to install as soon as they are made available.

WSUS will apply to workstations and servers and will include core signed drivers which should ensure that all the
workstation vulnerabilities and the server update vulnerabilities are fixed and will also minimise the risk of
vulnerabilities of a similar nature becoming an issue in the future.

Routine workstation maintenance

During routine workstation maintenance, technicians should also be looking at the device manager and driver
information to confirm that latest drivers for all devices are installed, also protecting against vulnerabilities such as
the NVIDIA video driver.

Routine printer maintenance

Once the initial resolution has been implemented as per the recommendations above, we should also be
introducing standard checking of firmware as part of the printer maintenance cycle so that the firmware on printers
is kept up to date at all times.

SQL server/PHPMyAdmin

The identified vulnerabilities in the SQL server are serious and need to be resolved urgently (within 3 days as per
recommendation).

Moving forward we need to ensure that there are no repeats of these issues. | would recommend regular auditing
of user accounts to ensure that we can identify that no rogue accounts have been added to the database. The use
of 2 factor authentication, preferably using a time-based one-time password (TOTP), would provide a level of
authentication that would prevent access with a compromised password as TOTP will use a system such as
providing a code sent to a mobile device as well as a password. TOTP will mean the code will expire quickly if not
input.

Summary
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Implementing these recommendations will resolve the current issues and put in place, through the routine

maintenance and monitoring, the ability to identify quickly and resolve proactively any further vulnerabilities that
may occur.

H igtoryr Clear history -3

You'll see your browsing history here once you've visited sites.

Browser History
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Task 2: deploy image remotely

Time limit

4 hours

You can use this time how you want but task 2 must be completed within the time limit.

(15 marks)

Instructions for students

As part of your continuous improvement of the network created, it has been logged that new software applications
are needed for computers in an office. To save time and increase efficiency, this will be completed remotely.

For this you must create an image which includes an operating system, office software applications, drivers, rules,
active directory permissions and a deployment task sequence. You will deploy this remotely. A test plan and test
log (worksheet in appendix 3) will need to be completed for this task. This is required as the image may be
deployed on different hardware platforms (for example, graphic cards) as it is necessary to quality assure the
device to ensure the deployed image is acting as expected.

Screenshots and notes will need to be made throughout the creation, deployment and testing of the image.
This can be performed either virtually or physically.

2) You are required to demonstrate creation of an image and deployment of that image remotely for one virtual or
physical machine including:

e create an image
o operating system
o software applications
o active directory joined
o deployment task sequence

e upload image to image distribution system and make available for example, windows deployment service
(WDS)

e deploy image

e create atest plan and complete log

You will have access to the following equipment:

e machine running WDS or similar

e internet access for developer notes and help pages

e 1 end-user device or virtual machine

e access to servers, firewalls, network devices, network-based services
e operating system and office licenses for basic image deployment

e digital camera
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Evidence required for submission to NCFE
The following evidence should be submitted:

e annotated screenshots (if using virtual machines) or photographs (if using physical machines/devices) and
documented notes showing creation and deployment of image

e test plan (worksheet in appendix 3)
e testlog (worksheet in appendix 3)

e internet browsing history
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Student evidence
Task 2

Creating a reference virtual machine

To create an image for remote deployment, | first need to create a ‘reference image. The first steps to achieve this
are to install Windows 10 on a computer and set it up exactly as | want all our client PCs to be set up.

Installing Windows 10

These screenshots show me installing Windows 10 Professional onto my reference PC. You can see | have
followed a standard installation from installation media including setting a local administrator account (localadmin).

=_ Windows'

Tone snd curery Forrmut EESIRURINT IS RS

Exyboard or st method [IESEEEEER -

Enter yosur Linguaage and other preferences and click "Ned™ to contiry

¢ | boot from an Iso and select the installation language. This is a replacement for a physical disc used in VMs
and over networks

Windows

Jrestall morw

e | selectinstall
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| i Wirdows Setup

Activate Windows

¥ thiis i the Farst time you're rstalling Windows on this PC {or you're installng s diffeverd edition]
youp need 1o end dows. ot key. Tour prodiact h'_,' thsould B the confirmaticn

vl thit you ibdered o 1 digial eagry of Wirdaan o2 on g likel indide the bes that
Winderad CaiThe o

The product koey baeks e s D000 000 R - OCOCK 00000

I you're reinstalling Winsdows, select | don't buve 5 product key. Your oopy of Windows will be
autcrmatically activated later

e | enter the licence key to validate the licence

Cperating waberm Architecture  Dite medified
Wirtdzead 10 Haing 1105200
Wirsdowi 10 Hamag M L5030
Windows 10 Home Single Language 110500
Wincdows 10 Education 11050
Windiows 10 Education M 11052020
Windows 10 Pro 11,06/2020

Detcnphee
‘Windoes 10 Pro N

| have selected the version of Windows | want to install. | choose Pro as it is for a business
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G & Windows Setup

Applicable notices and licence terms

Last updated June 2018 ~
MICROSOFT SOFTWARE LICENSE TERMS
WINDOWS OPERATING SYSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE
UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE
AND CLASS ACTION WAIVER IN SECTION 11. IT AFFECTS HOW
DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you obtained the Windows software, this 15 3 license
agreement between (1) you and the dewvice manufacturer or software installer

£1 accept the hicence terms

¢ lagree to the licence

Q ok Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications

Custom: Install Windows only (advanced)

e | select the installation process | wish to use. This version will keep old data in a folder called windows.old
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g "1 Windows Setup

Where do you want to install Windows?

e Fion tpase  Type

- Devve O Uraliscatod Space 0 GE

e« | select the drive where Windows is to install. | have only one disk, so this is the one | choose

..-1 Whindewd Setup

’
Gertting fibes ready for installation [09%)

e  Windows now installs
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Let's start with region. Is this correct?

Tuvalu

U.S. Minor Outlying Istands

U.S. Virgin islands

Uganda

Ukraine

United Arab Emirates

United Kingdom

e once installed, | select the region
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s this the right keyboard layout?

If you also use another keyboard layout, you can add that next

United Kingdom

Canadian Multilingual Standard

English (Indsa)

Insh

Scottish Gael

United States-Dvorak

United States-Dvorak for left hand

e | pick the correct keyboard for the country of the company
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Do you want to add a second keyboard layout?

e | don’t need a second keyboard layout as | only have a UK keyboard
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How would you like to set up?

Gh Set up for personal use
We'll help you set it up with a personal Microsoft account.
You'll have full control over this device

g Set up for an organisation
You'll gain access 1o your organisation’s resources, such as
email, network, apps and services. Your organesation will
have full control over this device,

e | setthe type to organisation as | will be joining to a domain
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2 Sign in with Microsoft

Work or school account

Which account should | use?

Sign in with the username and password that you use with Office 365 or other business

services from Microsoft

Domain join instead Privacy & cookies Terms of use

e now, I signin
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Who's going to use this PC?

What name do you want to use?

localadmin ¢

Or, even better, use an online account

e | give the user a name. This is for the local admin
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Create a really memorable password

Make sure that you pick something you'll absolutely remember

Or, even better, use an online account

e | create a password for security
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Confirm your password

Type your password one last time

Or, even better, use an online account

e | confirm the password
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Create security questions for this account

Just in case you forget your password, choase 3 security questions and make sure your answers are unforgettable.

What was your childhood nickname?

Fake Childhood Nickname %

Or, even better, use an online account

e« | add some security questions in case | forget the password. This is the first one. The security questions will
allow me to retrieve it account
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Create security questions for this account

Just in case you forget your password, choose 3 security questions and make sure your answers are unforgettable.

What was your first pet's name?

Fake Pet Name X

Or, even better, use an online account

e | add a second security question
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Create security questions for this account

Just in case you forget your password, choase 3 security questions and make sure your answers are unforgettable.

What is the name of the city where you were born?

Or, even better, use an online account

¢ | need to add 3 security questions in total. This is the third one. Three security questions makes it more difficult
for answers to be guessed
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Do more with your voice

Choose your settings, then select “Accept’ to save them. Check the "Learn more’ link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses

;)\)) Use online speech recognition
Use your voice for dictation and to talk to Cortana and other
apps that use Windows cloud-based speech recognition.
Send Microsoft your voice data 10 help immprove our speech
SeviIces.

Don't use online speech recognition
You won't be able to use dictation or talk to Cortana of

other apps that support Windows cloud-based speech
recognition, You can still use the Windows Speech
Recognition app and other speech services that don't rely
on Windows doud-based services,

Learn more

¢ | don’t need voice control as this is a corporate machine. It is not an option that the business uses
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Find my device

Choose your settings, then select ‘Accept’ to save them, Check the "Leam more” link for info on these settings, how 10 change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.

&ch

Turn on Find my device and use your device's location data
10 help you find your dewice if you lose it. You must sign in
to Windows with your Microsoft account to use this feature.

&No

Windows won't be able to help you keep track of your
device if you lose it

¢ | don’t need to select location tracking as this is a desktop
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Let Microsoft and apps use your location

Choose your settings, then select "Accept’ to save them, Check the “Learn more” link for nfo on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.,

@Vcs

Get location-based experiences hike directions and weather

Let Windows & apps request your location, Microsoft will
use location data to improve location services.

No

You won't be able to get location-based expenences like
directions and weather or engoy other services that require
your location to work.

Learn more

¢ | don’t need find my device as this is a reference image. Nor do | want to allow location settings as the image
will be deployed for corporate use and could be a security issue
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Choose your settings, then select "Accept’ to hem, Check the “Learn more” link for info on thes sttings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and us

7= :

Send inking and typing dats to Microsoft to improve

language recognition and suggestion capabilities of apps
and services running on Windows

No

Don't use my data to help improve the language
recognition and suggestion capabilities of apps and services
running on Windows.

e | don’t need “inking” as | will not need handwriting on the image
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Send diagnostic data to Microsoft

Choose your settings, then select “Accept’ to save them, Check the "Learn more’ link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.

@ Full

Send all Basic diagnostic data, along with info about the
website br e and how you use apps and features,
plus additional info about device heailth, device activity

and enhanced error reporting. Diagnostic data is used to
help keep Windows secure and up to date, troubleshoot
problems and make product improvements. Regardiess of

whether you select Basic or Full, your device will be
equally secure and will operate normally.

Basic

Send only info about your device, its settings and
capabilities, and whether it is performing properly.
Diagnostic data is used to help keep Windows secure and
up to date, troubleshoot problems and make product
improvements. Regardiess of whether you select Basic or

Learn more

e | choose to only send basic data to Microsoft as it is a corporate image, and it could be a security risk
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Get tailored experiences with diagnostic data

Choose your settings, then select "Accept’ to save them. Check the “Learn more” link for info on these settings, how 1o change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses,

@

osoft use your diagnostic data, excluding
mation about websites you browse, to offer you
personalised tips, ads and recommendations to enhance
your Microsoft experiences

No
The tips, ads and recommendations you see will be more
genenc and may be less redevant to you

Learmn more

e | will not send diagnostic data to Microsoft as again it is a corporate image
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Let apps use advertising 1D

Choose your settings, then select “Accept’ to save them. Check the "Learn more’ link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works and the related data transfers and uses.

@Yﬁ

Apps can use advertising 1D to provide more personalised
advertising in accordance with the privacy poé
provider

No

The number of ads you see won't change, but they may be
less redevant 1o you.

Leamn more

e | do not want advertising to be tailored as again it could be a security risk and this is a corporate machine
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Do more across devices with activity history

If you want timelne and other Windows features to help you continue what you were doing, even when you switch devices, send Microsoft
your activity history, which includes info about websites you browse and how you use apps and services. Select Learn more to find out how
Microsoft products and services use this data to personalise expenences while respecting your privacy.

e | agree to history as this will help users to work more efficiently
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Let Cortana help you get things done

To do this, Cortana needs access to some of your personal information

To let Cortana provide personaksed experiences and relevant suggestions, Microsoft collects and uses information including your
ocation and location history, contacts, voice input, speech and handwriting patterns, typing h Y. search hastory, calendar
, content and communication history from Microsoft services, messages and apps. In A woft Edge, Cortana uses your
browsing hestory. You can always change these choices in the Notebook and disable Cortana in Microsoft Edge.

e | allow Cortana as Windows will not function properly if it is not installed. It can be disabled later via a group
policy

Version: v1.1 September 2021 | Specimen 38 of 66



T Level Technical Qualification in Digital Support Services (603/6901/2), OSA
Digital Support, Assignment 3, Distinction
Guide standard exemplification materials

localadmin
e B

e |cannow log in as local admin

e hereis my reference PC logged in for the first time
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Installing software

e« | am also installing productivity suite OpenOffice. These screenshots show me installing the OpenOffice
software, including opening the application to see that it is working ok

S Byt P S P
S & e s o b Ay s £
i ————

s . e a

,a‘\r'"'\.{: HE

e | start the install for Open Office

e | select an installation location
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e | enter the organisation details

B eemens L4 macken S

Ay o o
v B b e e oo

S~ — -
. ————

,& e e e e e

- P e el

e | select the installation type
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e | click next when prompted

e | click next to move on to the next screen
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&3 OpenOffice 4

B s
ﬁ et

Open Office is now installed
Checking drivers

These screenshots show that all drivers on the reference computer are installed correctly. There are no conflicts,
missing drivers or outdated drivers.

B e

e | check that all drivers are installed correctly
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Windows updates

¢ | have ensured all available updates are downloaded and installed prior to creating a reference image from the
reference computer. The screenshots show Windows is completely up to date

Windows Update

Updates avadabie
Lt hched Sty 124 Likhreg Aor s G0t P Lo
o

Sty Bowge Uity S Wit Onervier Avtiuion - KLIUWES (v vmin
[

0 Sy Ut Sor Aeioe Bawh Praves Sor Mmcbnns ¥ Varpon 2004 A b
gty RIHIORI

Featurw upedate 30 Wiedows X0, wersion X000

“w s e o B hma A e e vt Sy prr—.
Dbl bl s, and Pow el wil Lgon e s s . Tt St Nt
COONTG St v ey e Y

B et o b s

-

O Ve wociew atory

¢ | check Windows is up to date. Then | update as necessary. This helps keep the pc secure and it is better to
update before we take the image
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localadmin

Configuring Windows updates
7% complete
Don't turn off your computer

¢ here updates are being installed

Windows Update

@ You're up 1o date
ot it Sy TAU

Crmms b s

e Windows is now up to date
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Create reference image

Running the Sysprep tool with the out of box experience (OOBE)/generalise settings means that | have set the
Windows installation back to as if it were a new computer out of the box. Generalise tells Windows to remove any
traces of user profiles so the computer is completely as new. | now have a completely clean computer set up the
way | want that | can duplicate across all the computers in our infrastructure. Once completed the machine shuts
itself down.

Systern Prepacsbien Sool )14

Suviem ase stor " (rrere) ireseres B sactwe by
N By Pmpeedern w0 e
Syviem Ceano Acton
Erter Syntom Out-of Sox Dxperence (000E)
£ Gorer slaw

¢ | select OOBE and shutdown as my options as this will give the user an “as new” out of box experience when it
first boots
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yrperp @ markeny

Pracreng geve it rane Sones
L

£ Type here 10 search

e  Sysprep is running
e when finished the machine will shut down
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Capturing an image using WDS
Create a capture boot Image

e | have opened WDS, navigated to the boot images folder and right clicked on the Windows 10 setup image. |
have selected the create capture image option which has launched the create capture image wizard

rrage Nisre

Properte
Crabde
Capent bmage

Faplace mage

Crastes o Caphunt mage

_ 1 48 Creste Captare mage Wiswd

Hetadats sad Locatson

The wswd Owate 8 CIORre mage Sam & boot mage, a0d Meves £ % e ocaton Set you
ety Al Pe o o B weard, you v have De oo 10 a4 e mage Sack 10 P servey

Ertr e Saloang Formeton &y e CxoAse mage
Pinte Vo Gt use o 1A based Caphae mage S o WG based conen ey
e
Cacre image
S e gter

MT08R Wirdows SenD (et

gm - Ty
“

Scaton and e e

Ve wiad fmaney Ton

T5 Dew T e mage, S Tt

e | select capture an image
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Creatrg (mdae mage

Captrng mage 15 Pt destranon e

B Croste Captore image Wiswd

Task Progress

St ] B Ped Sn 0 M Pt e W P e b P s s

) A age 0 e i T et ey e

e once done, | click finish
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L Al L

e gop Dot mage

o e © Fancteratal images boot Cackaw e w

Sancand magm

%5 change your selection. chch Back %5 add
Ced

Here is the image on the WDS server ready for the capture of the image from the reference machine.

e | have now created a boot image that can be used to boot the reference PC remotely. The capture image
includes a wizard that can be used to copy and capture the installation on the reference PC
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Capturing the reference image

These screenshots show me booting through PXE on the reference PC and selecting the capture image. | then
follow the capture wizard with the following settings:

e capture C:\ on the target computer

e image name/description: Windows 10 custom image

e select an appropriate save location and, also select to upload to a Windows deployment server
e specify the server name and use the domain admin credentials to connect to the server

e the reference image is then captured and copied to the server

This answer file can now be copied to as many computers as we want.

OIS Boot Hamager version 0600
Llient [F: 1/2-16-1.1%

Seruer Mame: DO |'-_|--||_. i

Press ENTEE For neluork ool :

e | boot using PXE
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Windows Boot Manager (Server IP: 172.16.1.99)

Choose an cperating system to start:
(Use the arrow keys to highlight your choice, then press ENTER.)

To specify an advanced option for this choice, press F3.

Seconds until the highlighted choice will be started automatically: 19

ENTER=Choose ESC=EXit

e | select the image from the server

indows Deplioyment Services imoge Coptue Winerd

Derectory to Capture

Enier the folowing nformanen for Bes mage. Hoie that you vl onfly soe valumes that
contan operating syshems Tt have been prepared with Syspren.

Vollme i Caplure:
=11
Image name;

Captured-Oper sbngSyshem

Image deserpten:

pclated ard pofeware e taled

e | select the location
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Windows Deployment Services image Copture Wizord @
New Image Location

Enber 2 local location where you want 1o save the nstal mage. This ersures e
mage i not cornpied If there 5 & nedwork malfuncson
Name and locabion!
Ci\Temp-instal. wim Browse.,
Zw mage 10 a Windows Deployment Services server (optonyl)
Server name:
ocot Connect
Image Group name:
Windows- 10

To create this moage, dhck MNeat.

i [The> ] | conce

e | complete options

Windows Deployment Sernces imoge Copture Wand

Welcome to the Windows
Deployment Services iImage Capture
Wizard

The wizard capbires an operatng system (ndudng custom
2ppRcatons and configur aton settngs) and saves it a8 an
nstal mage

Before you begn, ensure $at you have run Sysprep on the
volume that you wart 8 caphire,

After you reate the rstal mage, you canadd it to a
Windows Deployment Services server 50 depioy 10 dlert
compuiers

T contnue, Ok Next.

e | add further details

Windows Depioyment Senvices bmage Capture Wizon

Task Progress

Coplurng mage.

Fercent complete; 1%
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¢ here we see the progress

Task Prasgrees
The erabon & comphebe.

Tha rvitall image wind created pacceifly.

e progress is 100%

N ;: i‘_:hggsm_l:"mpu_mm Irnage Name Architecture Status Expanded Size Date 05 Version F'ncnl:g,

w Irestall e Ti[amurn—d-ﬂpem-ng&-_ﬂttm whid Oriline 14433 MB O7/0..  NOUOJNS0AT
< Windows=10 Pl windawes 10 Pro N whd Onhne 13017 ME 070, DODIS041
2 Boot Images
1 Pending Devices
at Mubtscast Tramsmissicns
4 Drivers
& Active Directony Prestaged Devices

B Windows Deployment Services —

File Action Wiew Help

e am = HBm

| 88 Vindows Deployment Services

e the capture is complete

 when deploying to a target computer we want the target PC to automatically join to the domain, to achieve this,
we need to configure an answer file; the answer file will be set to respond to all configuration options in the
OOBE and then join the PC to the domain

e these screenshots show the use of the autoattend.xml file created to join the domain and configure other
settings for the deployed system
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Gererdl  Vermorn Rl Lk Pamsson

Captyred O pre Sovileer

i# Frage type el ke
3 Gae Cininas
in
Archsch e oS4
Doptazply LUipclated and softeare instalsd
Select Unattend File X

iErter the uniend e path. This file wil be saved on the server with the name

imageUinatend xmi
aitand Fe Path
C R ina all' sul s nalend sl
I an unattend file for the selecied mage abeady ests, & wil be cverwiten by
thes nere fle
K Cancel

e | add an answer file
Deploying the Image

« the deployment has run correctly and is installed on the target computer

wWindows Boot Manager (Server IP: 172.16.1.99)

Choose an operating system to start:
(Use the arro ¥s to highlight your choice, then press ENTER.)

ture Image

icrosoft Windows Setup (x64) >

To specify an advanced cption for this choice, press F3.

ENTER=Choose ESC=Exit

¢ now | boot the target machine using PXE
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ok Windows Setup

cws Deployment Services

Connect to DT Example com

Enter your user name i the format doman user o
vy Sdoman. com

Keyboad Unerrarme € exarpie'odmrstator

Password: SassRsRssen

 ——
cting information 2

e | pre-add the domain account details so | do not need to manually add the machine after installation. This is an
advantage of using an image
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o Windows Setup

Locale Englsh (United Kingdom)

Keyboard of input method:. United Kingdom

1 Collecting information

e | setlanguages (this could be done with an answer file if a large deployment was to be done)
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£l Windows Setup

Archaechse Dt rcdiled

Description
Updested snd software svtalled

l Collechrag informalion 2 Insdalling Wi

e | choose the image
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{; £l Windows Setup

Where do you want t2 install Windows?

Harrs Fres spats  Typd

e Dirve O Unallocsted Space B0.0G8

|
l Collecting infoemation 2 Installing Wi

e this is the disk to image
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£l Windows Setup
Installing Windows

Your compates will restant several tinves. This meght take a while

ipetting files ready for installation (8%

. | wait while Windows installs

TempAdmin
[boves_________ |

e | change to the other user
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Sgn n 10: example

sother doma

e lcanlogin

Bl O Type here 10 search

e here is the deployed Windows showing OpenOffice
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Language

=

Windows ceplay

&8

Windows display language

| Engh qamred Kingdom)

Wincows features. Woe Settings and File Dxpioser, wil sppear in ths

Bl © Type here 10 search

I Active Directery Users and Computers - o x
File fction  Weew Help
o amD ez Hm i aaTEk
] Aictive Directory Users and Com | pame Type Description
| Seved Quweries
- P DETOP-5.. Computer
w 5] Eamplecom put ‘
" Builtin !
| Computers ol
2| Domain Controllen o
| FedmgniecurtyPrincipal o
| Managed Serdce Aot ¢
1 Wiers

« when | check active directory, | can see that the computer is joined

Browser History

History Clear history -2

You'll see your browsing history here once you've visited sites.
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Examiner commentary

The student has achieved the grade for the following reasons:

the student has demonstrated excellent understanding of the penetration test report and has accurately
completed the penetration test risk assessment template

the student has made good recommendations to resolve all the vulnerabilities identified

the student has given a well thought out report that recommends detailed actions for future improvements with
detailed explanations why

they have been able to fully complete the deployment exercise, with all aspects including automatically joining
the domain satisfied

they have provided a detailed commentary of their work, demonstrating complex understanding of the
deployment process

the student uses complex language and terminology that shows they have a high level of understanding of the
subject area

the student is showing an effective demonstration of the skills and techniques required to achieve this task —
they are doing this consistently
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Grade descriptors

The performance outcomes form the basis of the overall grading descriptors for pass and distinction grades.

These grading descriptors have been developed to reflect the appropriate level of demand for students of other
level 3 qualifications, the threshold competence requirements of the role and have been validated with employers
within the sector to describe achievement appropriate to the role.

Grade
Distinction

Pass

Demonstration of attainment

The evidence is logical and provides an excellent response to the demands of the brief.

Makes use of relevant knowledge and is well-informed by the practices of the sector.
Demonstrates an understanding of the different perspectives/approaches associated within the
sector.

Makes excellent use of facts/theories/approaches/concepts.

Demonstrates comprehensive use of breadth and depth of knowledge and understanding.
Consistently selects appropriate skills/techniques/methods.

Identifies information from a range of suitable sources and makes use of appropriate
information/appraises relevancy of information.

Combines information to make accurate and appropriate decisions.

Makes sound judgements/takes appropriate action/seeks clarification and guidance.

Successfully tackles both routine and non-routine problems that reflect real life situations in the
sector.

Effectively demonstrates skills and knowledge of the relevant concepts and techniques reflected in
the sector and is applied across a variety of contexts.

Tackles unstructured problems that have not been seen before, using their knowledge to analyse and
find suitable solutions to the problems.

Analyses data/information in context and applies appropriate analysis in confirming or refuting
conclusions and carrying out further work to evaluate conclusions.

Justifies strategies for solving problems, giving clear explanations for their reasoning.

The evidence is logical and a good response to the demands of the brief.

Makes use of relevant knowledge and is generally informed by the practices of the sector.
Demonstrates an understanding of some perspectives or approaches associated within the sector.
Makes good use of facts/theories/approaches/concepts.

Demonstrates breadth and depth of knowledge and understanding.

Generally selects appropriate skills/techniques/methods.

Identifies information from appropriate sources.

Makes use of appropriate information/appraises relevancy of information.

Combines information to make accurate decisions.

Makes generally sound judgements/takes appropriate action/seeks clarification and guidance.
Able to successfully tackle routine problems and make some progress on solving non-routine
problems in real life situations.

Demonstrates most skills and knowledge of the relevant concepts and techniques reflected in the
sector and is applied across different contexts.

Able to make some progress on unstructured problems that have not been seen before, using their
knowledge to find solutions to problems.

Makes some justification for strategies for solving problems, giving explanations for their reasoning.
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* ‘Threshold competence’ refers to a level of competence that:

e signifies that a student is well placed to develop full occupational competence, with further support and
development, once in employment

e s as close to full occupational competence as can be reasonably expected of a student studying the TQ in a
classroom-based setting (for example, in the classroom, workshops, simulated working and (where
appropriate) supervised working environments)

e signifies that a student has achieved the level for a distinction in relation to the relevant occupational
specialism component

U grades

e if a studentis not successful in reaching the minimum threshold for the core and/or occupational specialism
component, they will be issued with a U grade
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